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Introduction

This comprehensive onboarding guide provides Business tier administrators with
essential knowledge to configure, manage, and secure your organization's
Anaconda Platform Cloud. It covers key topics, such as enterprise single sign-on
(ESSO), user access control, channel and token management, and package
governance, to help you enable true “build once, run anywhere"” functionality
across environments, clouds, and devices.

What You'll Learn

Through this guide, you'll learn:

1. User & Access Management
e Configure ESSO for centralized authentication
e Manage user seats, roles, and permissions
e Create and manage groups for controlled access
e Handle user invitations and service accounts (APl user onboarding)
2. Repository & Channel Management
e Navigate Anaconda's Premium Repository and default channels
e Create virtual, external, and private channels
e Enable and configure the Community Channel (16,000+ open-source
packages from conda-forge)
e Control package access through channel permissions
3. Security & Compliance
e Apply policy filters to enforce vulnerability thresholds [Common
Vulnerabilities and Exposures (CVE)-based filtering]
e Manage policies based on parameters such as license type, platform
architecture, and CVE status
Track policy changes and receive automated alerts
Review package security through CVEs, Anaconda signature, and
Software Bill of Materials (SBOMs)
4. Token & Subscription Management
e Activate and manage individual access or site tokens
e Monitor subscription details and seat utilization
e Configure secure access to your organization's repository

Anaconda.com
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Who This is For

This guide is designed for system administrators responsible for configuring and
maintaining Anaconda Platform Cloud within their organization. Admin access to
Anaconda Platform Cloud is required to follow along.

Notes:

1. Advice for individual Anaconda Platform Cloud users is not within the scope
of this guide.

2. The contents of this guide are also available as a free self-paced course
with how-to videos. To access this Anaconda Platform Cloud: Admin
Onboarding course, log in to Anaconda Learning using your Anaconda
credentials.

Anaconda.com
Confidential & Proprietary. Anaconda Inc.
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Enterprise Single Sign-on

Streamlining Access Management

Enterprise Single Sign-On (ESSO) integration, available to all our Business tier
customers, allows your organization to authenticate users across Anaconda
products using your existing internal identity platform. This enterprise-level
authentication solution simplifies access management while enhancing security
and compliance across your data science and Al development ecosystem.

With ESSO, you can authenticate seamlessly across Anaconda endpoints through
a single identity provider session, eliminating credential proliferation and reducing
attack surface. If you're a system administrator, you gain centralized control over
authentication events, ensuring consistent security policies while reducing
administrative overhead through automated provisioning workflows.

ESSO helps you, the admin

e Centralize user management through an existing identity provider,

e Enforce IDP security policies including password requirements and MFA
across Anaconda products,

e Quickly provision and deprovision user access across Anaconda products
in minutes rather than days,

e Maintain detailed audit logs for compliance purposes, simplifying security
audits and regulatory reporting, and

e Minimize security vulnerabilities from orphaned accounts with immediate
access revocation.

ESSO helps your end users

Access Anaconda products using their existing corporate credentials,
Gain secure and consistent access wherever they work from, and
Reduce context switching between applications, improving their
productivity and workflow continuity.

Anaconda.com
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IDP

(Entra, Okta, etc) Directory Sync/SCIM
Users Groups .
el Groups are also copied,
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. assign the Admin role
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automatically by group

Anaconda membership

Users Groups

User

SAML/OpeniID Connect Integration

This integration establishes secure connections with major identity providers,
allowing your organization to authenticate users through existing identity
management systems using the OAuth 2.0 framework and JWT token-based
authentication.

Automatic Account Linking

Through automatic account linking, you as the admin can identify and connect
existing user accounts to your organization's SSO authentication system when
users first authenticate through SSO, preserving account history, permissions, and
customizations without requiring manual intervention from IT teams.

Automatic Provisioning

Automatic user provisioning streamlines the onboarding process by creating new
user accounts with appropriate baseline permissions during a user's first SSO
sign-in attempt, eliminating the traditional multi-step account creation process
that typically requires your (i.e., the admin) involvement.

Access Token Generation

Automatically create and securely deliver user access tokens for premium
repository channels via email upon successful authentication, giving your

Anaconda.com
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developers immediate access to the resources they need without additional
configuration steps.

Rollback Capability

A robust safety mechanism that allows you to quickly revert to standard
authentication methods if needed, protecting business continuity by ensuring that
authentication issues never block critical workflows.

Setting Up ESSO

Upon request, Anaconda will email a self-service setup link to you or your IT
representative. Select either Configure Single Sign-On or Configure Directory
Sync, then follow the prompts for your Identity Provider (IdP) to set up your
Anaconda SSO configuration.

To request a self-service setup link, contact your dedicated Customer Service
Manager (CSM) or open a Technical Request support ticket.

Configure Single Sign-on or Configure Directory Sync

When you receive a self-service setup link from Anaconda, it will guide you
through a step-by-step process to configure either SSO or Directory Sync.

After opening the link, you'll arrive at the Set up your Anaconda SSO/SCIM
organization page, where you can select between two options: Configure Single
Sign-0On or Configure Directory Sync. Select the option that best suits your
organization’s needs.

Set up your Anaconda SSO/SCIM organization

(] configure Single Sign-On

&2 Configure Directory Sync

Anaconda.com
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Once you've made your selection, you'll be directed to the “Select your identity
provider" page, where you can select your IdP. For this example, let's select Okta
SAML.

;°: ’ Configure Single Sign-0On

Select your identity provider

Q  Find your provider

&

Okta SAML Continue setup

Entra ID (Azure AD) SAML

Google SAML

3 @

ADP OpenlD Connect

AuthO SAML

<G

@ cASsSAML
& ClasslLink SAML

2. Cloudflare SAML

Custom SAML > Custom OIDC

Selecting Okta SAML opens a step-by-step setup guide with detailed
documentation and instructions specific to configuring Okta for your organization.
The guide includes numbered steps such as "Create a SAML Integration," "Submit
Application Feedback," "Set Identity Provider Metadata." Follow each step as
instructed to successfully complete your SSO or Directory Sync configuration.

Anaconda.com
Confidential & Proprietary. Anaconda Inc.
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N

',: ’ Configure Single Sign-On

& Okta SAML Step 1: Create a SAML Integration

@ create a SAML Integration Sign in to the Okta admin console.
2 Submit Application Feedback In the left navigation menu, expand the Applications section and select the Applications tab.
3 Set Identity Provider Metadata
4 Configure SAML Attributes
5 Assign Groups to the SAML App

6 Test Single Sign-On

Next Steps

With SSO enabled, employees within your organization with matching domains will
be prompted to authenticate via your IdP when signing in to Anaconda. When a
user signs in with SSO for the first time, the system will:

Create their Anaconda account,

Add them to your organization with baseline permissions,
Assign them a seat, and

Send the organization access token to their email.

Direct your organization members to follow the instructions in the email to
authenticate with Anaconda by setting up their organization access token. For
additional details on access tokens, refer to Token Access.

Troubleshooting

Anaconda.com
Confidential & Proprietary. Anaconda Inc.

M


https://docs.google.com/document/d/1JR40slxmoAT-uqxFq1kGQk5E1CezUFeSabwJzGwjcwY/edit?tab=t.1ph3qlt6eorv#heading=h.9llnor1gk7cc

{0 ANACONDA.

If you encounter any issues with your ESSO setup, contact our Anaconda support
team:

e support@anaconda.com

e support.anaconda.com

e Technical Support request ticket

Supported SSO Providers

Provider SSO Support Directory Sync Support
ADP Yes —
AuthO Yes —
CAS Yes —
ClassLink Yes —
Cloudflare Yes —
CyberArk Yes Yes
Duo Yes —
Entra ID Yes Yes
Google Workspace Yes Yes
JumpCloud Yes Yes
Keycloak Yes —
LastPass Yes —
Microsoft AD Yes —
miniOrange Yes —
NetlQ Yes —
Okta Yes Yes

Anaconda.com
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OneLogin Yes Yes
Oracle Yes —
PingFederate Yes Yes
PingOne Yes —
Rippling Yes Yes
Salesforce Yes —
Shibboleth Yes —
SimpleSAMLphp Yes —
VMWare Yes —
Custom SAML Yes —
Custom OIDC Yes —
Custom SCIM — Yes
Custom SFTP — Yes

Anaconda.com
Confidential & Proprietary. Anaconda Inc.
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User Management

As an admin, user management under Anaconda Organizations [to view "My
Organizations", sign in to anaconda.com/app. You'll then see your organization(s)

in the left panel] involves managing users (i.e., your team), their roles,
permissions, and access:

Let's get familiar with the following pages under User Management:

e Users: Control user license and manage user access to the Anaconda
Platform Cloud.

e Groups: Create and manage groups within the Anaconda Platform Cloud.
Invitations: Send (and manage) invitations to your users so they can join
the Anaconda Platform Cloud.

e Service Accounts: APl programmatic access through service accounts.

Users Page

Through the Users page, you can manage users (i.e., your team members) and
their roles, assign seats* and control access to the Anaconda Platform Cloud. You
can also assign users to groups from this page.

Requirements and Access:

e You must be an admin to access this feature and invite/manage users.
e Access the Users page by navigating to Org Profile > User Management >
Users

Anaconda.com
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Users Page Capabilities:

1. Invite users (process for inviting users is explained under the Invitations
Page section)

2. Download user list

3. Manage subscription (shows details about your subscription, renewal date,
and seats)

4. Manage seats (assign or revoke)

5. Manage individual users

_) ANACONDA. Q_ Search Anaconda packages, documentation, and more! CMD +K 8 | .
Users | oo
USER ACTIONS
3 Users total
= i
Org Management Search items 3 Users
Channels Anaconda-Test

& . anacor com Member v 0
[51 Environments SUBSCRIPTION

Michael Edwards 20 Seats Total

medwards@anaconda.com Member v o
/2 Token Access 17 Seats Remaining

Shailesh Jain "
L Installers sjain@anaconda.com Admin v 1 3 of 20 seats used

-
3 Subscriptions E Manage Subscription >
User Management EI
MANAGE SEATS

o .
o Users | Assign Seats ][ Revoke Seats

2 Groups
&3 Invitations

OR
@) Service Accounts

Select a user for details
L)

*Understanding Seats:

Each seat represents a license for a user in your organization.

e As evident in the above image, there are a total of 3 users (organization
name: Anaconda Learning), including the admin. Of 20 seats, the admin has
assigned a seat to 2 users, with 17 seats remaining available for others.

e When you assign a seat to a user, they gain access to the Anaconda
Platform Cloud and receive authentication tokens to access your
organization's Anaconda Premium Repository.

e Note that users without an assigned seat won't be able to access the
Anaconda Platform Cloud.

Anaconda.com
Confidential & Proprietary. Anaconda Inc.
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Download User List
To download a list of all users in your organization

1. Navigate to Org Profile > User Management > Users. On the Users page,
select Download User List.
2. A CSV file will subsequently get downloaded containing the following
information for each user:
e User’s first and last name
e Email address
e User type (i.e., their assigned role: Member, Admin, or Billing
Manager)
e Subscriptions (indicates if they have been assigned a seat)

You may use this exported CSV file for record-keeping, auditing, or managing
users outside of the platform.

Example User List

User name ‘ Email User type Subscriptions
admin security_subscription
admin security_subscription
admin security_subscription

member  security_subscription

member

admin

admin security_subscription

admin security_subscription

admin security_subscription

admin security_subscription
Test1 Test1 ztest1001@yopmail.com member

Manage Seats: Assign or Revoke

Lets learn how to assign or revoke seats for multiple users simultaneously.
Assign Seats

On the Users page

Anaconda.com
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1. Under Manage Seats, select Assign Seats.

) ANACONDA

(5 SAM Demo box 2 Users

+ Invite Users

Y2 Search items
Org Management carch fiems

0Org Profile USER“ ROLE SEAT GROUPS

Test1 Test1

&% Channels
2test1001@yopmail.com

Member - 0
[5) Environments
£ Token Access

L Installers

& Subscriptions

User Management
ov
Qv Users

2, Groups

Search Q

USER ACTIONS
T Users total

1 Users

Download User List ¥

SUBSCRIPTION
40 Seats Total

32 Seats Remaining

8.0f 40 seats used

Manage Subscription >

MANAGE SEATS

LESLUELEISY | Revoke Seats ‘

£ Invitations N N .
Select Assign Seats to assign seats to multiple

people on a page for your organization.

% Service Accounts

| OR

Select a user for details

2. Now select the users you want to assign a seat to.
3. Select Assign X User(s) (X represents the number of users you are

assigning seats to).

) ANACONDA
8 SAM Demo box 2 Users  [Select the user you want to assign a seat|
Org Management )| Seayh items
Org Profile USER ROLE SEAT GROUPS
Ch: 1. Test1 Test1
o Channels © . 2test1001@yopmail.com Member - o

(51 Environments
£ Token Access
L Installers

& Subscriptions

User Management
2 Users
2 Groups

£3 Invitations

Search Q

USER ACTIONS
T Users total

1 Users

Download User List ¥

SUBSCRIPTION
40 Seats Total

31 Seats Remaining

9 of 40 seats used
L

Manage Subscription >

MANAGE SEATS

%) Service Accounts

| Select Assign User to complete the action of assigning a seat to said selected users I

4. Confirm your action by selecting Assign in the “Assign Users?” pop-up.

Anaconda.com
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What happens next:

e A confirmation banner appears in the top right corner.

{0 ANACONDA

© Business subscription access was assigned to the selected 1 user. An activation email was sent to the associated emails.

USER ACTIONS
1 Users total
Y= Searchitems
Org Management N Users
org Profile USER* ROLE SEAT GROUPS Download User List ¥
Channels Test1 Test1
L 2test1001@yopmail.com Member v o
51 Environments SUBSCRIPTION
40 Seats Total
/2 Token Access 31 Seats Remaining
L Installers 9 of 40 seats used
-

& Subscriptions Manage Subscription >
User M; t

certanagemen MANAGE SEATS
o [ﬁ [—]
&p Uz Assign Seats || Revoke Seats
2 Groups
3 Invitations

OR

%) Service Accounts
Select a user for details

Ko< 2

A check mark appears in the Seat column for each assigned user.
e Each user receives an email notification about their subscription change.

Anaconda.com
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Anaconda 12:33PM

You have a new subscription in SAM Demo box org...
To: ztest1001@yopmail.com

{D ANACONDA

Anaconda subscription enabled

Your Anaconda Business subscription in the SAM
Demo box organization has been enabled.

To issue a token to access Premium Repository,
please visit the organization page.

The Anaconda Team

ContactUs  [Z£ Manage Account

This is an example email that the user will

receive when given a seat/license
Need assistance? Contact us at usercare@anaconda.com

© Copyright 2025 Anaconda, Inc. All Rights Reserved.

Revoke Seats
On the Users page

1. Under Manage Seats, select Revoke Seats.

2. Next, select the users whose seats/licenses you wish to revoke.

3. Select Revoke X User(s) (X represents the number of users whose seats
are being revoked).

4. Confirm your action by selecting Revoke in the “Revoke Users?"” pop-up.

What happens next:

e A confirmation banner appears in the top right corner.
e The check mark appearing on seat assignment now disappears.

Anaconda.com
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Manage Individual Users

On the Users page, you can manage individual users to modify their roles, assign
or revoke seats, assign them to groups, check their logged environments, or
remove them from the organization altogether.

To manage individual users, select a user to access the management panel with
the following options:

1. Role: Assign roles to users in your organization. You can assign one
of three roles:

o Member is the default role assigned to a user. Members have
the least privileges and access.

o Admins have the highest access control, with access to User
Management and Channels. Admins can also apply policies to
channels and assign seats/licenses to users. This role has
access to all the same resources as a Member and Billing
Manager.

o Billing Manager can update billing and subscription
information. They can also view the user count under User
Management, but they cannot change user information.

2. Seat: Revoke or assign a seat to an individual user.

3. Manage: Remove a user from your organization. This will revoke the
user's seat and permanently remove them.

4. Manage Groups: If you have created a group, you can assign users
to a group and manage them. You can also view the groups assigned
to an individual user.

5. Environments: The total number of environments the user has logged
into is shown here. Selecting the number under Environments will
take you to the Environments page, where you'll see a list of that
user's environments.
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) ANACONDA Search Q = !e

& SAM Demo box & Users . TEST1TEST1 lol X
. GROUPS (0) III | Manage Groups |
Y= Searchitems L /

Org Management No groups assigned
Org Profile USER“ ROLE SEAT GROUPS
ENVIRONMENTS

Channels Test] Test1
& . Ztest1001@yopmail.com Member 7 0 0 — 5

[2] Environments

ROLE

/P Token Access

o Assign as Account Admin | {, Assign as Billing Manager }
L Installers
Subscriptions SEAT
2 Revoke Seat
User Management MANAGE
*32 Remove from Organization
2, Groups

&3 Invitations

% Service Accounts

o412

Remove a User
To remove a user for your organization

1. Navigate to Org Profile > User Management > Users. On the Users
page, select the user you wish to remove.

2. In the user-specific management panel on the right, under Manage,
select Remove from Organization.

3 SAM Demo box 2 Users @ TEsTTEsT 1ol X
|

T Searchitems

0rg Management No groups assigned
Org Profile USER“ ROLE SEAT GROUPS
. ENVIRONMENTS
Channels Tiffany McEachern .
% . tmceachern@anaconda.com Admin v 1 o

[51 Environments

Test1 Test1
ztest1001@yopmail.com Member v 0 ROLE

£ Token Access - .
[ 2o Assign as Account Admin ] [: Assign as Billing Manager

L Installers

SEAT

= Subscriptions
User Management Select Remove from Organization \ fAenACE

Qv Users

22, Groups
& Invitations

% Service Accounts

3. In the Revoke and Remove User? pop-up, select Revoke and Remove
User to confirm your action.
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Revoke and Remove User?

Are you sure you want to revoke ztest1001@yopmail.com's access and remove the user from this organization?

This action cannot be undone.
Cancel QGG CENLGEE YIRS

Select “Revoke and Remove User” to confirm selection

Note that this action will permanently remove the user from your organization and
revoke their seat/license.

Groups Page

Groups are access management tools that control which organization members
can view specific channels. For example, when you create a private channel and
assign a group to it, only users within that group can access the private content.

Requirements and Access:

e You must be an admin to access the Groups feature.
e Access the Groups page by navigating to Org Profile > User Management
> Groups.

Groups Page Capabilities:

1. Add a group

2. Assign (or remove) users from the selected group and view current group
members

3. Assign (or remove) private channels from the selected group
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4. Delete groups

) ANACONDA
Groups

rch item
Org Management Search ftems

Org Profile GROUP

[ Environments
£ Token Access
1 Installers

=) Subscriptions

User Management
& Users

2 Groups

&3 Invitations

%) Service Accounts

Add a Group

To add a new group

&5 Channels ‘ Private_Test_Anaconda

Q_ Search Anaconda packages, models, documentation and more! CMD + K

E + Add Group PRIVATE_TEST_ANACONDA

el X
USERS (2) [=]( Assign users |
USERS CHANNELS Anaconda Test-Account
2 0 Shailesh Jain

CHANNELS (0)

No channels assigned

mANAGE (4]

2 Delete Group

1. Navigate to Org Profile > User Management > Groups. On the Groups

page, select + Add Group.

Assign Channels
[ chome

) ANACONDA
[ SAM Demo box Groups

Search items
Org Management
0rg Profile GROUP

& Channels . Fraud_Detection
3 Environments
®

L Installers . research_and_development

£ Token Access

& Subscriptions

User Management

o
Q- Users

&3 Invitations

%) Service Accounts

Search Q

+ Add Group

\ Select a group for more info

| 1) Select + Add Group to create a new Group |

USERS CHANNELS
3
[J 0
4 1

2. Enter a unique name for your group and select Save.
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Enter a unique name and select save

Create Group

Name*

Test Group 1 0]

Looks Good!

Cancel RIS

3. A notification will appear to confirm that your group was successfully
created. The new group will appear in the Group list, along with the number
of users and channels it contains.

¢ i ! X
) ANACONDA Q_ Search Anaconda packages, models, documentation and more! CMD + Group "Test Group 1 successfully created.
-

Groups P e TEST GROUP1 lol x

USERS (0)
Org Management Search ftems No users assigned

Assign Users

Org Profile GROUP USERS CHANNELS

CHANNELS (0) Assign Channels
. Fraud_Detection 3 3
No channels assigned
- 0 :
MANAGE
. research_and_development 4 1 2% Delete Group
. TestGroup 1 0 0

Assign Users To Groups

There are two ways in which you can assign users to groups:

Method 1: From the Groups Page

1. On the Groups page, select a group to open its management panel.
2. In this panel, select Assign Users.
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TEST GROUP 1 o] X

No users assigned

CHANNELS (0)

No channels assigned

MANAGE

S Delete Group

| 2) Then select Assign Users |

3. A pop-up called Assign Users to Group will appear.

4. Select the user(s) you wish to add to this group and then select Save. This
will add the user(s) to the group, and they'll receive a notification email from
Anaconda.

Select the user you would like to add

Assign Users to Group

CURRENT USERS
Test1 Test1

Test1 Test1

Save your selection

11 users available 1users selected

Cancel
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Groups E.CCLOTY  TEST GROUP 1 |l X
USERS (1)

Search items

Test1 Test1

GROUP USERS CHANNELS
. Fraud_Detection 3 3
CHANNELS (0) Assign Channels
No channels assigned
‘ group 0 0
. research_and_development 4 1 MANAGE
2 Delete Group
. Test Group 1 1 0

This will reflect the user being added here|

Method 2: From the Users Page

1. On the Users page, select a user you would like to manage.
2. In this user-specific management panel on the right, select Manage

Groups.
O anaconoa |On the Users Page, select a user| searh a =@
Users _ Invite Users . TEST1TEST1 lel X
Org Management T | Search items oRoPS ()
Org Profile USER* ROLE SEAT GROUPS Test Group 1
&5 Channels
=& s ‘ ENVIRONMENTS
@ Envionmen o
| @ w0 |
e Then select Manage Groups to
= Subscriptions
populate the Manage Groups Menu

=

User Management

MANAGE

« 12 > om 1-12 of 12 items

3. A pop-up called Manage Groups will appear. Use this pop-up to add this
particular user to one or more groups.

4. Select a group from Available Groups to assign this user to the selected
group, and then select Save. This will add the user to the group(s), and
they'll receive a notification email from Anaconda.
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Select the group you want your user to be in

Mangge Groups

AVAN_ABLE GROUPS CURRENT GROUPS

Fraud)\Detection No groups found

and_development

I Test Group 1

Save to keep your changes

4 groups available 0 groups selected

Cancel 27

Remove Users from Groups
You can remove users from groups using one of the following three methods:
Method 1: Direct Removal from the Groups Page

1. On the Groups page, select a group to open the management panel.
2. Hover over the user and see an X icon appear.
3. Select this icon to remove the user from the group.
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Groups

Search items

GROUP

+ Add Group

TEST GROUP 1

USERS (1)

Test1 Test1

USERS CHANNELS

Select a group to open the
management panel

CHANNELS (0)
No channels assigned

. Test Group 1

MANAGE

5% pelete Group

le| X

s\gm Channels

Highlighting your cursor over the user will populate an X
that can be selected to remove the user.

Method 2: “Assign Us

ers” from the Groups Page

1. On the Groups page, select the group to open the management panel.

+ Add Group

.
2. Select Assign Users.
Groups
. Org Management Search items
Org Profile GROUP USERS CHANNELS
2 Channels . Fraud_Detection 3 3

5 Environments
® -

/2 Token Access

L Installers

(= Subscriptions

User Management

9 Users

0 o

. research_and_development 4 1

. TestGroup 1 1 o

TEST GROUP1 || X
USERS (1) Assign Users
Testl Test1

No channels assigned

Select Assign Users to popu(ate the Assign
Users to Groups menu

2, Groups
£4 Invitations

% Service Accounts

Select a group to open the
management panel

3. The Assign Users to Group pop-up will appear.
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4. Deselect users from the Current Users list to unassign them.

Select the User you would like to remove from the Current Users list

Assign Users to Group

AVAILABLE USERS CURRENT USRS

Search users Testl Test1

Cancel

Make sure to Save your changes after

5. Select Save to confirm your changes.
Method 3: “Manage Groups" from the Users Page

1. Onthe Users page, select the user you wish to manage.
2. Select Manage Groups to open the Manage Groups pop-up.

O araconoa |On the Users Page, select a user | e o #1@
Users @ renreen o1 x
S —— oRouPs ()
USER“ ROLE SEAT ‘GROUPS Test Group 1
. ‘ ENVIRONMENTS
51 Environments 0
ROLE
- Then select Manage Groups to
=) Subscriptions
populate the Manage Groups Menu

MANAGE

1-12 of 12 items
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3. In this pop-up, deselect groups from the Current Groups list to remove the
user from those groups.

Choose a group from the Current
Groups list to revoke the user’s
access to that group.

AVAILABLE GROUPS\CURRENT CGROUPS
Fraud_Detection | Test Group 1 |

group

research_and_development

Test Group 1
Make sure to Save to
keep your changes

4 groups available 1 groups selected

4. Select Save.

On removing users from groups, they will receive a notification email from
Anaconda, informing them of this change.

Assign a Private Channel to a Group

Private channels restrict content to users who belong to the assigned group(s).
Multiple groups can be assigned to a single private channel. We'll learn more
about private channels later in this course.

Create a New Private Channel and Assign a Group

1. Navigate to the Channels page.
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2. Select Add Channel to open the Create Channel pop-up.
Channels

' Al Virtual External Mirror  Anaconda Hosted Community Packages POLICIES
oromaement Search pocies
0Org Profile Search items

auditing
| £ Channels | .
Virtual Cl
51 Environments Organization channels begin with rko-demo/

auditing May 2025

£ Token Access
Select the Add Channel button

(=) Subscriptions

CVE score 6

User Management
CVE threshold 7 and

2 Users "
Jupyter dependacies

 Grou Firstrail

& Groups

£ Invitations

CVE_Threshold_6_and_Py...
%) Service Accounts
fintech

fintech_analysis

no-cves

w

Enter a unique name.

4. Select Virtual as your channel type to mirror from Anaconda sources (main,
r, msys2, community).

5. Select the Source dropdown menu.

Create Channel

Name*

rko-demo/ test

-« (Gt your Channel Type to Virtual
Type
@ Virtual Channels from Anaconda sources
O External Channels from external sources

Source
Select your Anaconda Source

il -
main g

r

msys2

community

6. Set Access to Private to make the channel private.
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Create Channel

Name*

rko-demo/ test

Looks Good!

Type
@ Virtual Channels from Anaconda sources
O External Channels from external sources

Source

main

Access

O Internal Accessible to all users within the organization
@® Private Accessible only for assigned user groups

coce 3

Set your Channel Access to Private Save your Channel

7. Select Save to create this virtual private channel.

8. A Manage Groups for Channel pop-up will appear.

9. Select a group from the Available Groups list that you would like to assign
to the private channel.
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Manage Groups for Channel

AVAILABLE GROUPS CURRENT GROUPS
Fraud_Detection Test Group 1
group

research_and_development

4 groups available 1 groups selected

Add the Group you would like to
access the private channel then
Save

10. Select Save to confirm your action.

Manage Groups for Existing Private Channels

If you have a private channel already created and need to manage the groups for
the channel, you can do this from either the Channels page or Groups page.

Method 1: From the Channels Page

1. Select the more options icon (:) under the Actions column for the channel.
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2. A dropdown menu will appear. Select Manage Groups.
Channels

. Al Vitual  ExtenalMiror  Anaconda  Hosted  Community Packages
Org Management
0rg Profie searen fems |Se|ect the more options icon and the select Manage Groups|
2 Channels .
Virtual Channels
= Organization channels begin with rio-demof
£ Token Access CHANNEL SOURCE ACTIVE POLICY POLICY RESWTS ACCESS ACTIONS
L Installers rko-demo/ ; agpl 91 files removed private
© Ll O main Scheduled X 39 minutes ago 0 Groups
=) Subscriptions
[ rko-demo/ . . auditing % 1347files removed View Channel
& audit € community Scheduled 8/20/25 @ 3:44 PM
User Management Manage Groups
o. Y rko-demo/ i test_Mike 446095 files removed
2 Users © beband {) main v X 33 minutes ago Make Channel Internal
&, Groups Download Policy Report
) rko-demo/ : z auditing 75264 files removed
2 Invitations © fintech. audit_department O main Scheduled X 39 minutes ago Download Policy Report Delta

@ Service Accounts,

ko-d . Reapply Channel Policy
© el O

Track Channel Changes

rko-demo/ F . fintech 51042 files removed
o] mike-onboarding-channel O main Scheduled x 8/20/25 @ 3:38 PM Delete Channel

rko-demo/ F no-cves M9506 files removed Internal .
© ho-cves QO main Scheduled x about 1 hour ago All Users :

rko-demo/ F python 549070 files removed Internal .
© python O main Scheduled x 8/20/25 @ 2:42 PM All Users :

3. Select the groups you wish to add or remove to this private channel.

Manage Groups for Channel

AVAILABLE GROUPS CURRENT GROUPS
Fraud_Detection Test Group 1

group

research_and_development

4 groups available 1groups selected

Add the Group you would like to
access the private channel then
Save

4. Select Save.
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Method 2: From the Groups Page

1. Select a group to edit its channel access.
2. Select Assign Channels.

) ANACONDA Search Q | 0
Groups - acd oroup JRECICEIY ol X
USERS (1) Assign Users
Search items
0Org Management
Org Profile GROUP USERS CHANNELS Test! Test]
&% Channels . Fraud_Detection 3 3
CHANNELS (0)
[51 Environments . group 0 0 No channels assigned
/D Token Access
L Installers . research_and_development 4 1 MANAGE
-
=) Subscriptions . Test Grou|
p1 1 0
User Management
& Users
& Grous |Then select the Assign Channels Button

3 Invitations

[Select a Group to assign a channel to

3. Select your private channel(s) from the Available Channels list to add to the
group, or deselect channels from the Current Channels list to remove them.

Assign Channels to Group

AVAILABLE CHANNELS CURRENT CHANNELS
rko-demof/audit rko-demo/test

rko- rko-demo/audit
demo/fintech_audit_department

rko-demo/research
rko-demoftest_private_channel
rko-demof/test

rko-demo/agpl

6 channels available 2 channels selected

Select from the Available Channels to add the Private
channel for access to the group, select from the Current
Channels to revoke access

4. Select Save.

Delete Groups
To delete groups

1. On the Groups page, select the group you wish to delete.
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2. Under Manage, select Delete Group.

Groups + Add Group IR IEITLE] les] X
’ USERS (1) Assign Users
Search items
Org Management
Testl Test!
Org Profile GROUP USERS CHANNELS
&5 Channels . Fraud_Detection 3 3
CHANNELS (0) Assign Channels

L5 Environments No channels assigned

@ ; o
/> Token Access
4 Instaliers @ researcnana_cevetopment 4 1 MANAGE
- %2 Delete Group

= Subscriptions . Test Group 1 ! 0

User Management
o

8- Users

2 Groups

2 Invitations

%) Service Accounts

3. A confirmation pop-up will appear. Select Delete to permanently delete the
group from your organization.

Delete Group

Are you sure you would like to permanently delete group "Test Group 1"?

Cancel

This group is giving Tuser access to 0 channels.

4. Asthe admin, you'll receive an email notification on deleting a group.

Invitations Page

You can invite users (i.e., your team members) to your organization from either the
Users or the Invitations page. This is hecessary so that your team can seamlessly
access the Anaconda Platform Cloud.

Requirements and Access:

e You must be an admin to invite/manage users.
e Access the Invitations page by navigating to Org Profile > User
Management > Invitations
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Invitations Page Capabilities:

BwN e

{0 ANACONDA

Org Management
Org Profile
=5 Channels
[51 Environments
/D Token Access
L Installers

3 Subscriptions

User Management
2 Users

2 Groups

&3 Invitations

) Service Accounts

Anaconda Learning

Invite Users
Resend Invitations
Remove Invitations
Manage invitations

Q. search Anaconda packages, documentation, and more!

Invitations

Search items
EMAIL4
jane.johnson@example.com
john.martinez@example.com
laura.jones@example.com
olivia.smith@example.com
samuel.gordon@example.com

sarah.garcia@example.com

Invite an Individual User

To invite an individual user

1 + Invite Users

STATUS
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days

Expires in 7 days

CMD + K

INVITATION BULK ACTIONS

|E[Resend itati .][“ Invitati ]E’

OR

Select a invitation for details

1. Navigate to Org Profile > User Management > Invitations. On the
Invitations page, select + Invite Users.
2. In the Invite Members pop-up, under Enter Multiple Email Addresses,
enter the user's email address, and press Enter or Return. Repeat this step
to add more users.
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3. Once done, select Invite Members.

Invite Members 4

Bulk Upload | Copy & Paste Invites

Enter Multiple Email Addresses

testl@gmail.com €  test2@gmail.com € X

Cancel | RIVOCH Gl

4. All invited users will then receive an email from Anaconda asking them to
accept the invitation (they need to select Join Organization).

Once the invited user has accepted the invite, you, as the admin, will also receive
an email to notify you that this user has joined the organization.

Invite Multiple Users
To invite multiple users simultaneously

1. First, in a CSV file, enter all email addresses that you wish to invite. Include
email addresses in the first column; no other details are needed (the column
should not have a header/title). Save this file on your local system.
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v| emily.williams@example.com

john.martinez@example.com
emily.martinez@example.com
chris.smith@example.com
jane.johnson@example.com
sarah.garcia@example.com
laura.jones@example.com
olivia.johnson@example.com
olivia.smith@example.com
david.johnson@example.com

2. Now navigate to Org Profile > User Management > Invitations. On the
Invitations page, select + Invite Users.

|Esampemobox 2 | |nyitations

. Search items
Org Management

Org Profile EMAIL * STATUS

&5 Channels i 9347@y it com

Expires in 7 days

&1 Environments

£ Token Access

4 Installers Select ‘the + InVite Users button

=) Subscriptions

User Management
S Users

22, Groups

B4 Invitations

@) Service Accounts

3. In the Invite Members pop-up, select Bulk Upload. Drag and drop the CSV
file from your local system, and select Invite Members.
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Invite Members x

INAVLIGELE | Copy & Paste Invites

(supported formats: .csv)

* 1
' 1
1 1
1 1
1 1
1 1
1 1
1 1
:@ DRAG FILES HERE OR CLICK TO ADD A FILE !
1 1
1 1
1 1
Ll 1
1 1
1 1
1 1
1 1

Files Uploaded

[‘Tq random_users.csv
sV CSV 2648

Cancel RINICEEITEE

4. All invited users will then receive an email from Anaconda asking them to
accept the invitation (they need to select Join Organization).

Invitations - invite Users
INVITATION BULK ACTIONS
. Resend Invitations l [ Remove Invitations
Org Management Search items.
Org Profile EMAIL* STATUS OR
& Channels chris.smith@example.com Expires in 7 days Select a invitation for details
51 Environments david.johnson@example.com Expires in 7 days
& Token Access emily.martinez@example.com Expires in 7 days Bulk Upload was successful and an invitation
L Installers emily willams@example.com Expires in7 days was sent out to all of the listed users email
Subscripti addresses

(& Subscriptions jane.johnson@example.com Expires in 7 days

john.martinez@example.com Expires in 7 days
User Management

laura jones@example.com Expires in 7 days
S Users

olivia.johnson@example.com Expires in 7 days
2, Groups

olivia.smith@example.com Expires in 7 days
£ Invitations

X sarah.garcia@example.com Expires in 7 days

% Service Accounts

Once the invited users have accepted the invite, you, as the admin, will also
receive an email to notify you that users have joined the organization.

Note: Invitations are valid for only 7 days. You can track invitation status on the
Invitations page. If an invite expires, you'll need to send a new invitation.

Resend Invitations

User invitations to the Anaconda Platform Cloud expire 7 days after being sent. If a
user's invitation has expired or is about to expire, you can resend it.
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To resend an invitation

1. Navigate to Org Profile > User Management > Invitations.
2. On the Invitations page, select Resend Invitation.

Invitations

INVITATION BULK ACTIONS

’ ” Resend Invitations ”Remove Invitations
Org Management Search items
Org Profile EMAIL* STATUS OR
Channel is.smi ¥ ires i PR .
&% Channels chris.smith@example.com Expires in 7 days Select a invitation for details
=1 Environments david.johnson@example.com Expires in 7 days
£ Token Access emily.martinez@example.com Expires in 7 days
L Installers — e Select Resend Invitation
= emily.williams@example.com Expires in 7 days

(= Subscriptions

jane.johnson@example.com Expires in 7 days

john.martinez@example.com Expires in 7 days
User Management

laura,jones@example.com Expires in 7 days
9y Users

olivia.johnson@example.com Expires in 7 days
2 Groups

olivia.smith@example.com Expires in 7 days
& Invitations

sarah.garcia@example.com Expires in 7 days

@ Service Accounts.

3. Select the email addresses to which you want to resend invitations.

Invitations INVITATION BULK ACTIONS
.

Org Management Search items

Org Profile EMAILL* STATUS
&5 Channels :nris.smim@ex:mpl-.com Expires in 7 days
5 Environments
() david.johnson@example.com Expires in 7 days
/> Token Access
© Installers © emily.martinez@example.com BTl Y G I Select the emails you would like to resend the Invitations to I
= Subseriptions O enmily.williams@example.com Expires in 7 days
@ jane.johnson@example.com Expires in 7 days
User Management
(@ john.martinez@example.com Expires in 7 days
Sy Users
© Groups (O 1aura jones@example.com Expires in 7 days
& Invitations O oliviajohnson@example.com Expires in 7 days
%) Service Accounts O olivia.smith@example.com Expiresin 7 days
QO sarah.garcia@example.com Expires in 7 days

4. Select Resend X Invitations (X represents the number of users being
reinvited), and then confirm your action.

Remove Invitations

Invitations can be removed, which revokes an invite that you have sent out to a
user within your organization.

To remove an invitation

1. Navigate to Org Profile > User Management > Invitations.
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2. On the Invitations page, select Remove Invitations.

(5 SAM Demo box

Org Management
Org Profile

&£ Channels
5 Environments
/2 Token Access
L Installers

(= Subscriptions

User Management
8 Users

2, Groups

£ Invitations

% Service Accounts

3. Select the email address(es) that you would like to remove from your

Invitations

Search items
EMAIL*
chris.smith@example.com
david.johnson@example.com
emily.martinez@example.com
emily.williams@example.com
jane.johnson@example.com
john.martinez@example.com
laura.jones@example.com
olivia.johnson@example.com
olivia.smith@example.com

sarah.garcia@example.com

invitation list.

4. Selecting Remove X Invitations (X represents the number of invitations

+ Invite Users

STATUS
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days
Expires in 7 days

Expires in 7 days

INVITATION BULK ACTIONS

Resend Invitations |[ Remove Invitations |

OR

lect a invitation for details

Select Remove Invitations

being removed), and then confirm your action.

(3 SAM Demo box &

Org Management
Org Profile

& Channels
5 Environments
/2 Token Access
& Installers

(=) Subscriptions

User Management
& Users

22 Groups

£ Invitations

%) Service Accounts

Anaconda.com

Invitations

Search items

£

=

F
»

fchris.smith@example.com

jane.johnson @example.com

john.martinez@example.com

jaura jones@example.com

olivia johnson@example.com

olivia.smith@example.com

[0 @ @0 @ 0 0 @ © 0

Isarah.garcia@example.com
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ldavid.johnson@example.com

lemily. martinez@example.com

+ Invite Users

STATUS
Expiresin 7 days
Expires in 7 days

Expires in 7 days

INVITATION BULK ACTIONS

Remove 10 Invitations

Select the emails you want to remove
and select Remove Invitations to

Tom

Expires in 7 days

Expiresin 7 days

Expires in 7 days

Expiresin 7 days

Expiresin 7 days

Expires in 7 days

Expires in 7 days

1-10 of Nitems

finalize the removal
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Service Accounts Page (APl User Onboarding)

A service account consists of authentication credentials—a client ID and client
secret—that enable programmatic management of your organization through the
anaconda.com organization management API. Only admins can create service
accounts.

While you can create multiple service accounts for your organization, we
recommend creating only as many as needed for your operations. Limiting the

number of service accounts improves your organization's overall security posture.

For more information about service accounts and anaconda.com organization
management API, refer to the following resources:

e Service account management
e Manaqging your organization using the API

Anaconda.com
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Org Management

As an admin, Org Management under Anaconda Organizations [to view "My
Organizations", sign in to anaconda.com/app. You'll then see your organization(s)
in the left panel] includes the following:

Org Management
Org Profile

=5 Channels

@ Environments

£ Token Access

L Installers

=) Subscriptions

e Org Profile: View an overview of your organization and edit organizational
settings.

e Channels: Manage your Anaconda Repository and configure channel
settings.

o Policies: Establish organizational policies and manage
channel/package access controls aligned with your security and
compliance standards.

o Packages: Access package-related information, including package
structures, SBOMs, CVE identification, and Anaconda's curation
practices.

e Token Access: Create and manage authentication tokens for repository
access.
e Subscriptions: Review your plan details and manage billing information.

Anaconda.com
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Org Profile Page

The Org Profile page displays an overview of your organization and allows you to

configure your organization’s settings for various features.

Org Profile Page Overview

The main Org Profile page displays the following information:

1. Organization Name and Biography: Your organization's name and

description

2. Edit Organization Settings Button: Opens the settings dialog to modify your

organization's settings

Subscription Status: Displays your current plan (e.g., Anaconda Business)
Account: Shows which account is currently logged in

Role: Displays your role within your organization's Anaconda Platform Cloud
Users: Shows the total number of users (i.e., admins, billing managers, and
members) in your organization

2 e

7. Invitations: Displays the number of users with pending invites

) ANACONDA

About the Organization

Org Management

Onboarding Demo Organization
&% Channels
5 Environments
£ Token Access
L Installers
2 Subscriptions
User Management
Sy Users
22, Groups
£3 Invitations

%) Service Accounts

Anaconda.com
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Subscription

Anaconda Business

6

Onboarding Business Demo

Users

10

View Users

Q_ Search Anaconda packages, documentation, and more!

Account

Michael Monroe
mmonroe( @anacon: da.com

oMD +K w \e

Invitations
0

View Invitations

Created: 9/10/2025
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Edit Organization Settings
To edit your organization settings

1. Navigate to Org Profile under Org Management.
2. On the Org Profile page, select Edit Organization Settings (pen and paper
icon) on the right:

»;'_) ANACONDA Q_ search Anaconda packages, documentation, and more! CMD +K & | e

>} About the Organization

ors Mensgeman i ) Select to open the Edit
Onboarding Business Demo . . . >

F— Onbosraing Demo Orgarizaton Orgamza“on Settmgs

51 Environments

£ Token Access Subscription Account Role

& nstaters Anaconda Business onroeGanagonacom Admin

2 Subscriptions

User Management

O Users e

Users Invitations
2, Groups 10 0

£ Invitations View Users View Invitations

%) Service Accounts
Created: 9/10/2025

3. In the Edit Organization pop-up window, you can modify the following
settings and toggle Anaconda capabilities on or off for your organization:

a. Name of Organization: Use this to change your organization name on
the Anaconda Platform Cloud.

b. Organization Bio: Use this to include a brief description of your
organization.

c. Al Navigator: For downloading and running large language models
(LLMs) locally on your system.

d. Anaconda Assistant: An Al-powered digital pair programmer built
into Anaconda Cloud Notebooks and Anaconda Toolbox.

e. Anaconda Desktop: Anaconda Distribution installer (soon to be
released)

f. Anaconda Cloud Notebooks: A browser-based platform that allows
you to instantly launch Jupyter notebooks with pre-configured
packages, computing power, and storage.

g. Community Channel: Provides secure access to 16,000+
open-source packages from conda-forge, integrated into Anaconda's
secure pipeline and fully compatible with Anaconda Distribution.
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Note: Product access controls for ¢ to f can be toggled on or off for your
organization from this pop-up window.

Edit Organization

Change the name of
Name of Organization & your organization

Onboarding Business Demo

Add information

Organization Bio b abouF your
organization

Onboarding Demo Organization

Toggle Anaconda

o . Capabilities on/off for
Organization Settings your organization

Al Navigator C
anaconda assistant d
anaconda desktop e FF

Cloud Notebooks f

Community Channel g

!! =] ..

| Cancel Changes | Save Changes

Anaconda.com
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Channels Page

A channel is a location where conda can search for packages to install in
environments on your system. Conda finds these channels via URL, name, or file

path, depending on your setup.

_) ANACONDA Q_ Search Anaconda packages, documentation, and more!
Channels
All Virtual Anaconda Hosted Community Packages

Org Management

Org Profile
&% Channels
[&] Environments

Search items
Virtual Channels
Organization channels begin with learning/

CHANNEL SOURCE

CMD + K

Add Channel | Channel Tracking

POLICIES

Search policies

Create your first policy with the
button above

(8] g community

> Token Access ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
L Installers learning/ y . Private
© anaconda-platform-testing O main Apply + 1Groups
=) Subscriptions
Hosted Channels
User Management Use Hosted channels to manage Hosted repositories
o, Users CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
&
2 Groups
= Group @ 5L conda forge Apply +
£3 Invitations
Service A« it "
@ Service Accounts Community Packages Channels
Access community-built and maintai selected for ility with A da-built
CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS

The Channels page is where you, as the admin, can curate specific sets of
packages and control which users can access them. Users can access their

channels via this page.

Requirements and Access:

e You must be an admin to create channels and manage access.
e Access the Channels page by navigating to Org Profile > Org Management

> Channels

Channels Page Capabilities:

1. Add Channels: You can create External, Virtual, Internal, and/or Private
channels in addition to the three default Anaconda channels.

Anaconda.com
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a. Virtual channels are copies of Anaconda sources (main, r, and
msys2).
b. External channels are mirrored channels pointing to external

repositories. Note that at present, only anaconda.org channels can be

created as external channels.

c. Internal channels are channels visible to all members of your
organization.

d. Private channels are restricted to users who are part of a group that
is assigned to the private channel. Only members of this group can
access this private channel that is assigned to them. For more
information, refer to Assign a Private Channel to a Group.

2. Channel Tracking allows you to track channels with attached policies.

3. Policies: Creating a policy allows you to apply filters to any channel, except
external channels.

4. Anaconda Channels: These are our default channels. For more information,
refer to Anaconda (Default) Channels.

) ANACONDA Q search Anaconda packages, documentation, and more! CMD + K 88 | .
Anaconda Learning Channels ] Add Channel | Channel Tracking [N NEHN]
i Search policies Create +

Al Virtual Anaconda Hosted Community Packages Create your first policy with the
Org Management button above
Org Profile Search items
&% Channels

Anaconda Channels[ |

[ Environments Use Anaconda channels to manage Anaconda repositories
£ Token Access CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
4 Install i .
< Instaflers @ J main Apply +
Subscriptions

© J r Apply +
User Management
Q- Users 18] J msys2 Apply +

& Groups
&3 Invitations

2 Service Accounts

Anaconda (Default) Channels

Anaconda, Inc. maintains the defaults channels: repo.anaconda.com/pkgs/main,
repo.anaconda.com/pkgs/r, and repo.anaconda.com/pkgs/msys2. These
channels are specified in an order that ensures dependencies resolve correctly.

Anaconda.com
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Anaconda Learning

Org Management
Org Profile
&% Channels
[ Environments
/> Token Access
L Installers

3 Subscriptions

User Management
8 Users

2 Groups

£ Invitations

® Service Accounts

main

Q_ Search Anaconda packages, documentation, and more!

Channels

Al Virtual Anaconda Hosted Community Packages

Search items

Anaconda Channels
Use Anaconda channels to manage Anaconda repositories

CHANNEL ACTIVE POLICY
@_) r Apply +
LDJ msys2 Apply +

POLICY RESULTS

CMD +K # I.

Add Channel Channel Tracking POLICIES

Create +

Create your first policy with the
button above

Search policies

ACTIONS

o Contains packages built by Anaconda, Inc. with the new compiler
stack.
o Most new Anaconda, Inc. package builds are hosted here.

o Contains Microsoft R Open conda packages and Anaconda, Inc.'s R
conda packages.
o MRO is the default R implementation when creating new
environments.
o Important: Changes to Anaconda’s R Channel Support.

msys2

o Windows-only packages necessary for Anaconda, Inc.'s R conda
packages and some others in pkgs/main and pkgs/free.

o Provides a bash shell, Autotools, revision control systems, and tools
for building native Windows applications using MinGW-w64
toolchains.

These channels are automatically configured in your .condarc file when you install
Anaconda Distribution or Miniconda. Note that these channels come with Terms
of Service. While largely free for individual users, students, and small companies,

there are scenarios where a license might be required.

Anaconda.com
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Anaconda Free Repository

repo.anaconda.com is our repository that is publicly accessible and hosts main, r,
and msys2 packages for individual non-commercial users and students.
Accessing this repository without a license may violate our Terms of Service if you
do not fall within these categories.

URL paths:

o I .an nda.com/pkas/main

e repo.anaconda.com/pkgs/r

e repo.anaconda.com/pkgs/msys2

Anaconda Premium Repository

If you need access to Anaconda Premium Repository, you must have an active
seat assignment in your organization. Access is granted through Token Access,
enabling you to authenticate and pull packages from repo.anaconda.cloud.
Licensed users should configure their environment to use repo.anaconda.cloud
instead of the free public repository (repo.anaconda.com) to access curated,
secure packages with CVE visibility and Software Bill of Materials (SBOMs)

Anaconda Premium Repository hosts our main, r, and msys2 packages.
URL paths:

o repo.anaconda.cloud/repo/main
o repo.anaconda.cloud/repo/r
o repo.anaconda.cloud/repo/msys2

Anaconda Premium Repository includes our curated packages that have:

o Visibility into Common Vulnerabilities and Exposures (CVEs)

o Signatures that ensure the integrity and authenticity of our packages
o SBOMs

Virtual Channels

Virtual channels are copies of their source channel (main, r, msys2, or
community). For example, a virtual channel created from the Anaconda main
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channel contains the same packages as main. This allows you to create new
channels with different policy filters than the original channel.

You can create virtual channels with two access levels:

1. Internal channels are visible to all members of your organization with an
assigned seat.

2. Private channels are only accessible to members of the group that the
private channel is assigned to.

This functionality enables you to grant specific groups access to particular
packages using policy filters, which are discussed in detail later.

To view and manage virtual channels, navigate to Org Profile > Org Management
> Channels > Virtual:

) ANACONDA Access to Virtual channels you created can be seen under the Virtual | search Q @ e
Channel tab

All Virtual External Mirror Anaconda Hosted Community Packages
- Y ’ POLICIES
Org Management

Search policies Create +
Org Profile Search items
auditing
&5 Channels .
Virtual Channels
& Environments Organization channels begin with rko-demo/
auditing May 2025
£ Token Access CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS  ACTIONS
L Installers rko-demo/ n agpl 91 files removed Private s CVE is less than 7
© agpl O main Scheduled x 9/10/25 @ 10:56 AM 0 Groups. :
& Subscriptions
rko-demo/ o - auditing 1436 files removed Private . CVE score 6
© audit € (Eonnuniy Scheduled x 9/10/25 @ 10:48 AM 1 Groups
User Management
o, Users rko-demo/ . test_Mike 45825 files removed Internal . CVE threshold 7 and
o © babaod O main Scheduled x 9/10/25 @ 10:55 AM All Users : Jupyter dependacies
22 Groups Firstrail
) Q rko-demo/ O ‘main auditing « 75992 files removed Private
£ Invitations & fintech_audit_department  * Scheduled 9/10/25 @ 11:24 AM 1Groups
B service A . CVE_Threshold_6_and_Py...
%) Service Accounts
rko-demo/ . ; test! 0 files removed Internal
© main O main Scheduled X o025 @ 1019 AM All Users
fintech
0 rko-demo/ O in fintech x 5110 files removed Internal
& mike-onboarding-channel ) M In Progress 9/10/25 @ 9:47 AM All Users
fintech_analysis
rko-demo, . no-cves 120207 files removed Internal
(8] D main X
no-cves Scheduled 9/10/25 @ 10:53 AM All Users
no-cves
tko-demo/ ' python 558476 files removed Internal
© python O main Scheduled x 9/10/25 @ 10:23 AM All Users
ovthon
1~
(Q rko-demo/ ) main ml-ops x  Slfiesremoved Private

Create a Virtual Channel with Internal Access
To create a virtual internal channel

1. Navigate to Org Profile > Org Management > Channels > Virtual.
2. Select Add Channel.

Anaconda.com
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Org Management

Org Profile

5 Channels "

2) Select add Channel

Channels

Al Anaconda Hosted Community Packages

Search items

da Ch

5] Environments
£ Token Access
L Installers

(3 Subscriptions

User Management
& Users
2 Groups

&3 Invitations

3.
o
o
o

O

4.

Use Anaconda channels to manage Anaconda repositories

ACTIVE POLICY

X

CHANNEL

main

| 1) Select the channels Page

0 mos o

% Service Accounts

In the Create Channel pop-up:

Enter a Name for your channel
Select Virtual under (channel)
Select Source: main, r, msys2,
Set Access to Internal

Select Save.

1) Give your channel a Name

2) Select Virtual Channel as your Type

Select an Internal as your Access Type

onboarding-demo/ test

Type
@ Virtual
O External

Source
main

Access

@ Internal
O Pprivate

POLICY RESULTS

Type
or community

Looks Good!

Channels from Anaconda sources
Channels from external sources

Accessible to all users within the organization
Accessible only for assigned user groups

Cancel @

\ Add Channel || Channel Tracking RIS R Iay

Q

Search

Create your first policy with the
button above

Search policies

ACTIONS

3) Select a Source

All your organization users will now be able to view and use this virtual internal

channel.
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& Onboarding Busine... 2

Org Management
Org Profile
&% Channels
51 Environments
£ Token Access
L Installers

& Subscriptions

Search Q

Channels Add Channel | Channel Tracking [iJoIR[el]2
Searchpolces
All Virtual Anaconda Hosted Community Packages Create your first policy with the
button above
Search items

Virtual Channels
Organization channels begin with onboarding-demo/

CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
onboarding-demo/ o Internal
© tost O main Apply _+ All Users

Create a Virtual Channel with Private Access

To create a virtual private channel

1. Navigate to Org Profile > Org Management > Channels > Virtual.
2. Select Add Channel.

) ANACONDA

f3 Onboarding Busine... &

Org Management

Org Profile

5 Channels "

Search Q

\ Add Channel || Channel Tracking RIS Iay

2) Select add Channel

Channels
Search policies
All Anaconda Hosted Community Packages Create your first policy with the
button above
Search items
da Channels

5] Environments
£ Token Access
L Installers

&5 Subscriptions

User Management
2 Users

& Groups

&3 Invitations

% Service Accounts

Use Anaconda channels to manage Anaconda repositories

CHANNEL ACTIVE POLICY

POLICY RESULTS ACTIONS

main

| 1) Select the channels Page

0 meys2

3. In the Create Channel pop-up:
o Enter a Name for your channel

o O O O

Anaconda.com

Select Virtual under (channel) Type

Select Source: main, r, msys2, or community
Set Access to Private

Select Save

Confidential & Proprietary. Anaconda Inc.
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Give your channel a Name|

Create Channel

Name*

onboarding-demo/ test2

Select Virtual as your Channel Type!

Type
@ Virtual
O External

Source

Select your Source Type|

main  ¢—

Select Channel Access as Private Access

O Internal ccessible to all users within the organization
@ Private Accessible only for assigned user groups

Cancel m

5. Select an Available Group to assign to this private channel:

o If no groups exist as yet, you can create this channel without a group
and assign one later (refer to Assigning a Private Channel to a Group).

Select a Group to assign to the Channel

Manage Groups for Channel

AVAILABLE GROUPS CURRENT GROUPS

No groups found

Select Save to
create the
channel

1 groups available 0 groups selected

Cancel
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6. Select Save to create your virtual private channel.

Onboarding Busine.. < | Channels Add Channel | Channel Tracking
D All Virtual Anaconda Hosted Community Packages
Org Management
Org Profile Search items
&5 Channels .
Virtual Channels

[51 Environments Organization channels begin with onboarding-demo/
p Token Access CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
L Installers onboarding-demo/ o ) Internal

© test O main Apply + - All Users

Subscriptions

onboarding-demo/ . Private
LD test2 "J main Apply + - 0 Groups

User Management

External Channels

External channels are mirrored channels that point to external packages. At
present, only anaconda.org channels can be mirrored as external channels. Use
external channels to import packages from anaconda.org that your organization
uses.

To view and manage external channels, navigate to Org Profile > Org
Management > Channels > External Mirror (note: External Mirror tab will appear
only once you've created an external channel):
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[ SAM Demo box 2

Org Management
Org Profile
&% Channels
5] Environments
£ Token Access
L Installers

& Subscriptions

User Management
2 Users
& Groups

© Invitations

% Service Accounts

| Access to the External Mirror tab will show once you have created an External Channel |

Channels

All Virtual Anaconda Hosted Community Packages

Search items

External Channels
External Channels begin with rko-demo/

CHANNEL

rko-demo/
@ kx_channel

rko-demo/
@ nvidia

rko-demo/
@ services

Important notes:

SOURCE

https://conda.anaconda.org/kx/

https://conda.anaconda.org/nvidia/

https://conda.anaconda.org/services/

Q sss\e

Add Channel | Channel Tracking POLICIES

STATUS

completed

completed

completed

ACCESS

Internal
All Users

Internal
All Users

Internal
Al Users

ACTIONS

Create +

Search policies

auditing

auditing May 2025
CVE s less than 7
CVE score 6

CVE threshold 7 and
Jupyter dependacies
Firstrail

CVE_Threshold_6_and_Py...
fintech
fintech_analysis

no-cves

e Access to external channels can be either Internal (accessible to all) or

Private (accessible to specific groups only).

Policy filters cannot be applied to external channels. If you mirror a channel
on anaconda.org, all packages from the source will be imported.

The conda-forge channel cannot be mirrored. It is available as a Hosted
channel. If you need assistance, reach out to your Customer Success
Manager (CSM) via cs@anaconda.com or support at

support.anaconda.com.

Create an External Channel

To create an external channel

1.

Navigate to Org Profile > Org Management > Channels.

2. Select Add Channel.
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O ANacONDA 2) Select add Channel Search Q = ‘e

Channels \ Add Channel ChanneITracking POLICIES
Search policies

Create your first policy with the
Org Management button above

Al Anaconda  Hosted  Community Packages

Org Profile Search items

Ch: 1
b G A da Channels

5 Environments Use Anaconda channels to manage Anaconda repositories

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS

£ Token Access
L Installers

&5 Subscriptions

| 1) Select the channels Page

User Management

Q- Users © ) msys2
2 Groups

&3 Invitations

% Service Accounts

3. In the Create Channel pop-up:
o Enter a Name for your channel
o Select External under (channel) Type
o Enter the channel to mirror (refer to Finding Channels to Mirror
below) using this format:
http://conda.anaconda.org/<channel_name> (note: channel names
are case sensitive, so use “nvidia” not "NVIDIA")
o Set Access to Internal or Private (assign a group if selecting Private)
4. Select Save.
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Add a Name

Select External Channel Type|

Select your Channel Access Type

Allow time for the mirroring to complete. Once finished, you'll have access to the

external mirrored channel.

External Channels
External Channels begin with rko-demo/

Create Channel

Name*
onboarding-demo test
Looks Good!

Type
O Virtual Channels from Anaconda sources
@® External Channels from external sources

Source
hitps://conda.anaconda.org/ nvidia

External channels take a variable amount of time to create depending on the source.
Looks Good!

Access

@ Internal Accessible to all users within the organization
O Private Accessible only for assigned user groups

Cancel m

CHANNEL SOURCE

0 rko-demo/ .

O kx_channel https://conda.anaconda.org/kx/

18] :‘k‘,‘)i'ddi:m"/ https://conda.anaconda.org/nvidia/
(8] rs':’;‘fiirgg/ https://conda.anaconda.org/services/

Finding Channels to Mirror

At present, external mirroring only works for channels on anaconda.org. Use the

/Add the channel name you want to Mirror|

STATUS

completed

completed

completed

ACCESS

Internal
All Users

Internal
All Users

Internal
All Users

ACTIONS

eoe

search feature to find public channels that contain packages uploaded by the

community.
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EDANACONDA.ORG About  Anaconda Help Download Anaconda m Anaconda.com

Search Packages

| @ fearch Anaconda.org

Anaconda.org allows anyone to distribute
their conda and standard Python packages to

the world. _) ANACONDA

We support package builders and their users:

Supported by

For notebooks and other

« Individuals and organizations can manage and distribute software hands-on tools, including

« Easy search and installation of packages from conda-forge, Bioconda, data science courses

PyTorch, and more
Join Anaconda.com (2

« Over 120 million packages requests every day

Join Anaconda.org

Username

Email Address

Enter Password

Example: Mirroring the PyTorch Channel

1. Search for “pytorch” on anaconda.org to find the PyTorch channel and
related packages.

_) ANACONDA. ORG View v Help ~ - mtmonroe v

sJThis is the channel name

Y Filter:

Type: All v

Access: All v IThiS is the paCkagel Platform: All v
/

$ Favorites < Downloads < Artifact (owner / artifact) Platforms
linux-64
141 21615565 ) pytorch / pytorch 251 osx-64
PyTorch is an optimized tensor library for deep learning using GPUs and CPUs. conda os‘:l;:l:r;\f4

2. Select the PyTorch channel to view its complete package list.
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_) ANACONDA. ORG [ Q_ Search Anaconda.org J View v Help ~ - mtmonroe ¥

e I ofpackages that wil

over to your Organization

PyTo rCh {D faiss-gpu-CuVs 9 hours and 25 minutes ago
¢ libfaiss 9 hours and 25 minutes ago

{D faiss-gpu 9 hours and 52 minutes ago

{D faiss-Cpu 10 hours and 41 minutes ago

J ca ptu M 5 months and 14 days ago
Organization created on Sep 18, 2017 ‘) Ignlte > months and 16 days ago
{D magma-cudal26 s months and 21 days ago
http://pytorch.org 3 mag ma-cudal24 smonths and 21 days ago
{) faiss-gpu-raft s months and 21 days ago

Tensors and Dynamic neural ) libjpeg-turbo s months and 21 days ago

networks in Python with strong

GPU acceleration.

3. When you mirror this channel to Anaconda Platform Cloud, you'll import all
the 57 associated packages.

Hundreds of channels and thousands of packages are available on anaconda.org,
but note that these community-owned packages are not vetted or curated by
Anaconda.

Important notes:

No anaconda.org sign-in is required to search packages.
Private packages require you to sign-in but are a legacy offering no longer
supported by Anaconda.

e anaconda.org accounts are separate from Anaconda Platform Cloud
accounts.

e The conda-forge channel cannot be mirrored. See Hosted Channels for
details.
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Hosted Channels

Hosted channels are external channels that mirror large repositories using a
redirect method. This approach prevents Anaconda from storing channel data
locally, which could slow down the Anaconda Platform Cloud, while allowing URLs
to function as if channels originate from our premium repositories. Here's an
example: https://repo.anaconda.cloud/repo/conda-forge.

This configuration enables your security teams to block direct network access to
anaconda.org while still providing your users access to hosted channels, such as
conda-forge, resulting in a unified platform experience.

Requesting Access:
To access the conda-forge hosted channel:

1. Contact your Customer Success Manager (CSM) via cs@anaconda.com or
support at support.anaconda.com.

2. Access will be provisioned to your individual Anaconda Platform Cloud
organization.

3. Once granted, conda-forge will appear under the Hosted tab on the
Channels page.

Channels

All Virtual External Mirror Anaconda Hosted Community Packages

Search items

Hosted Channels
Use Hosted channels to manage Hosted repositories

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS

organizational_policy 75132 files removed
(@ il condaforge Scheduled X onsizs @10:57 AM

Community Channel

The Community Channel expands your organization's package ecosystem by
providing secure access to 16,000+ additional open-source packages from
conda-forge. These volunteer-maintained packages are integrated into
Anaconda's secure pipeline and fully compatible with Anaconda Distribution.
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Key Benefits:

e Maintain Security Standards: Apply your existing policy filters and
organizational security practices across the expanded package ecosystem.

e Unified Platform Experience: Access thousands of packages through a
single, centralized platform to accelerate Al application development.

e Eliminate Fragmentation: Source all packages from one repository instead
of managing multiple tools and sources.

e Controlled Open Source Access: Transform open source from potential
liability into strategic advantage while preserving governance controls.

This approach gives your teams significantly broader package access without
compromising the governance or secure standards required by your organization.

Enable the Community Channel

1. Navigate to Org Profile.

D ANACONDA N Search Q @ |
Select Org Profile) ®
‘W Welcome Back, Michael!

Org Profile
@} Dashboard Organization Dashboard

59
$8
H
g
(&)

Environments
Contained spaces for your packages

[l My Organizations
o, Users
S Invite and manage your users

Groups @ Subscriptions
lanage user groups. Manage payments and details

SAM Demo box
Onboarding Business Demo
Support Team Demo Account

Explore Anaconda
View All

B Resources

Getting Started (£ Jupyter

@ Support [£ A
P
KA
(1N
N

2. Select Edit Organization Settings (pen and paper icon) in the top right
corner.

Anaconda.com
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) ANACONDA Search Q = \‘
About the Organization |Select the Edit Organization Settings Icon|

Org Management SAM Demo box \ |'_,’
i ngs

Org Profile Demo Organization
&5 Channels
51 Environments -

Subscription Account Role
2 Token Access

Anaconda Business Michael Monro Admin
o nstalers o CEEEEEEL . mmonroe @anacon da.com
= Subscriptions
User Management Users User Telemetry Usage Insights @ Invitations
. Users 5 authenticated active users
= 16 csv Ojsen (with 25 installations) 2

View Users. 7/2025%  8/2025% = 9/2025 % N . View Invitations

£, Groups / & & 0 unauthenticated active installations
£4 Invitations

Created: 1/23/2025

% Service Accounts

3. In the Edit Organization pop-up, scroll to Organization Settings and find
the Community Channel toggle switch (initially set to OFF).

Edit Organization

Name of Organization

i Onboarding Business Demo

Organization Bio

Orgarfization Settings Change the Communlty
e Channel Setting to ON
LN

anaconda assistant

Cloud Notebooks

I Community Channel

Cancel Changes

4. Select the toggle switch to turn it from OFF to ON.

5. An Enable Access pop-up will appear with Community Channel details.
Review all information about Community packages, security standards,
limited support, and Terms of Service.

6. Select Confirm to accept the terms and enable Community Channel access.
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Enable access

Before enabling Community channels, you should know:

Community packages - These packages are
built and maintained by community developers,
not Anaconda

Different security standards - These packages
do not go through Anaconda's security checks

Limited support - We support governed access
to this channel, not package functionality or
security

For more information see Community channels. .

‘ . Confirm the changes
The community channel is hosted on
repo.anaconda.cloud, but powered by conda-forge. By i
enabling the community channel for your organization, and Terms Of SGI’VICG

you accept the Anaconda.org Terms of Service
applicable to all of the packages it contains.

7. On selecting Confirm, you'll return to the Edit Organization pop-up where
the Community Channel toggle is now set to ON. Click Save Changes. The
setting will be saved and become active for your organization.

Edit Organization

Name of Organization

l Onboarding Business Demo

Organization Bio

Organization Settings
Al Navigator

anaconda assistant

Cloud Notebooks Save your Changes

Community Channel

Cancel Changes | [EEVEESIELT R

Once enabled, the Community Channel tab will appear on your Channels page.
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f SAM Demo box &

' All virtual

Org Management

Channels

Org Profile Search items

External Mirror

Anaconda

Hosted

Community Packages

Add Channel | Channel Tracking

I =5 Channels

[51 Environments

Community Packages Channels
Access community-built and maintained packages selected for compatibility with Anaconda-built packages

/° Token Access CHANNEL
4 Installers
- ©

(=) Subscriptions

Delete a Channel

Q; community

ACTIVE POLICY

organizational_policy

Scheduled

POLICY RESULTS ACTIONS

898 files removed
44 minutes ago

You can easily delete Virtual and External channels that you've created using the

Actions button (:).

To delete a channel

1. Navigate to Org Profile > Org Management > Channels.
2. Locate the channel you want to delete. Select the Actions button (:) next to

the channel.

) ANACONDA

 SAM Demo box >

Org Management
Org Profile
=% Channels

©

Channels

All Virtual

Search items

External Mirror

Virtual Channels
oroant

£ Token Access
 Installers

& Subscriptions

User Management

2 Users

22 Groups.

3. From the dropdown, select Delete Channel.
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CHANNEL
rko-demo/
@ agpl

rko-demo/
) audit

rko-demo/
o babaod

Anaconda Hosted

Community Packages

Sear

Add Channel | Channel Tracking

[Select the Actions button on the channel you would like to remove.l

channels begin with rko-demo/

SOURCE ACTIVE POLICY
¢ agpl

O main Completed
€ communit auditing

& Y scheduled

¢ - test_Mike
O main Scheduled

POLICY RESULT! ACCESS  ACTIONS

91 files removed Private

X 13minutes ago 0 Groups :
% 1441fies removed :
9/15/25 @ 3:18 PM .
% 45347 fies removed Internal
9/15/25 @ 1:43 PM All Users
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Policies

Policy Filters

Policy filters provide an additional layer of security and compliance by acting as
automated controls that restrict which packages can be accessed from a channel.
When configured, they automatically limit package availability to only those
meeting your organization's security criteria and compliance requirements,
including filtering out specific license types that some organizations must restrict.
This eliminates the need for manual admin review when new CVEs are discovered
and/or License Family type changes occur on a package.

Anaconda'’s policy filters can exclude packages and override exclusions and
include packages. Policy filters run every 4 hours, removing or adding any
packages in a channel depending on your configured rules.

Policy Filter Parameters

Exclude Package If

Parameters provided by Anaconda for excluding packages include License Family,
CVE Score, CVE Status, Conda Spec, Package Age, and Platform:

Anaconda.com
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1. License Family

Exclude package if:

o Excludes packages with the specified license.
o Conditions available: “is" and “is not"
o License families:

2. CVE Score
o Excludes packages with a specified CVE score.
m Score range: 1-10

LGPL

MIT

MOZILLA
None

OTHER

PSF
Public-Domain

m Conditions available: “Greater than” and "“Greater Than or Equal

3. CVE Status

Anaconda.com
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Excludes packages associated with a CVE that has the specified

status.

Conditions available: "is" and "is not”

CVE statuses:
m Active
m Reported
m Mitigated
m Cleared
m Disputed

4. Conda Spec
o Uses a rule to exclude a specific package or package version.

m For example, typing pip would remove every version of pip.
Similarly, typing python=3.12. 8 would remove the Python
package version 3.12.8.

o Refer to this table for further information on the different types of

conda spec configurations:

Explanation

Example

Relational operators on
versions, compared using
PEP-440

<=1.0 matches 0.9, 0.9.1, and
1.0, but not 1.0.1.

Relational operators on
versions, compared using
PEP-440

<=1.0 matches 0.9, 0.9.1, and
1.0, but not 1.0.1.

~=0.5.3 is equivalent to

~= Yes
>=0.5.3, <0.6.0a.
OR 1.0|1.2 matches version 1.0 or

1.2.

Matches O or more characters
in the version string
(equivalent to regex r'.*')

1.0|1.4* matches 1.0, 1.4, and
1.41b2, but not 1.2.

Anaconda.com
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>=2,<3 matches all packages
AND in the 2 series. 2.0, 2.1, and 2.9
! all match, but 3.0 and 1.0 do
not.

5. Package Age
o Excludes packages based on a specified age.
m Age units: days, months, or years.
m Conditions available: “Greater than” and "Greater Than or Equal
to"
6. Platform:
o Excludes packages from a specified platform.
m Platforms: Linux, NoArch, Windows, or MacOS
m Conditions available: “is" and “is not"”

Override Exclusions and Include a Package If

Parameters provided by Anaconda for overriding exclusions and including a
package comprise Conda Spec and CVE Status:

Anaconda.com
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Create Policy

Policy Name*

Name is required

Exclude package if:

WAdd Filter

Override exclusions and include a package if:

FILTER GROUP remove group
Filter Type Conda Spec @
Conda spec % pip X

¥ Add Filter to Group

or

FILTER GROUP remove group
Filter Type Comparator Status
CVE Status % Is % Cleared % X

¥ Add Filter to Group

VAdd Filter

More info on what a conda spec is here

Cancel

1. Conda Spec
o Uses arule to override exclusions and include a specific package or
package version.
m For example, typing pip would override the exclude filtering
process to retain the pip package in your channel.
2. CVE Status
o Includes and overrides the exclusion filter for packages associated
with a CVE that has the specified status.
o Conditions available: “is" and “is not"

Anaconda.com
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o CVE statuses:

Active
Reported
Mitigated
Cleared
Disputed

Understanding Filter Logic

AND/OR Operators

Policy filters can be applied using either and or or. Click the operator to toggle
between AND and OR. This operator significantly impacts which packages are

excluded:

How Operators Work

AND Operator

View Policy

Policy Name*

ml_ops

Exclude package if:

FILTER GROUP

Filter Type

CVE Score

FILTER GROUP

Filter Type

CVE Score

When using and between filter conditions, a package must meet all filter
parameters to be excluded.

Example:

A filter that excludes packages with:

Anaconda.com
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e CVE Score greater than 9 and

e CVE Status is Active

This only excludes packages that meet both the conditions, i.e., they must have
a CVE score of >9 AND have an active CVE status.

OR Operator

When using or between filter conditions, a package must meet at least one filter
parameter to be excluded.

Example:
A filter that excludes packages with:

e CVE Score greaterthan 9 or
e CVE Status is Reported

This excludes:

e All packages with a CVE score of >9 (regardless of CVE status)
e All packages with a reported CVE status (regardless of CVE score)

Examples

Example 1: A filter set to exclude packages with a CVE score greater than 7 and
linux-64 platform excludes only linux-64 packages with a CVE score of >7.

Example 2: A filter that excludes packages with a CVE score greater than 7 or
linux-64 platform excludes:

e All packages with a CVE score of >7 (regardless of platform)
e Alllinux-64 packages (regardless of CVE score)

Anaconda.com
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Scenario

AND Logic

OR Logic

CVE Score > 7 and/or
Platform = linux-64

Excludes only linux-64
packages with CVE score > 7

Excludes ALL packages with
CVE score > 7 AND ALL
linux-64 packages

Impact

More restrictive (fewer

exclusions)

More permissive (more
exclusions)

Best Practices

e Use and when you want to target packages that meet multiple specific

criteria.

e Use or when you want to cast a wider net and exclude packages meeting

any of several criteria.
e Always test your policy logic to ensure it excludes the intended packages.

[ SAM Demo box 2

Org Management
Org Profile
& Channels

m]

Channels

All Virtual

Search items

External Mirror Anaconda

Virtual Channels
Oraaniat

£ Token Access
L Installers

Subscriptions

User Management
O Users

22 Groups

&3 Invitations

% Service Accounts

CHANNEL

rko-demo/
LD agpl

O mea™
© "
© fvechon
O o

rko-demo/

channels begin with rko-demo/

SOURCE

) main

& community

) main

0 O [
_audit_department '/ M3

Hosted ~ Community Packages

ACTIVE POLICY

agpl

Completed x
auditing x
Scheduled
test_Mike x
Scheduled
auditing X
Scheduled

| Select Delete Channel Option

© mike-onboarding-channel O main

rko-demo/
D no-cves

~ rkn-damn/

D main

fintech
Scheduled

no-cves
Scheduled

nvthan

4. Confirm to delete the channel permanently.
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Add Channel | Channel Tracking

POLICY RESULTS ACCESS ACTIONS
91 files removed Private
14 minutes ago 0 Groups
1441 files removed Private
9/15/25 @ 318 PM 1Groups
45347 files removed Internal
9/15/25 @ 1:43 PM Al Users
75992 file{ View Channel
5/25 @

Make Channel Private
ofiles rem 1y nioad Policy Report
9/15/25 @

51110 files
15/25 @

9/15/25

Download Policy Report Delta
Reapply Channel Policy
Track Channel Changes

Delete Channel

RANARN filas

removad TAfarnal
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Note: This action permanently deletes the channel and cannot be undone.

Create a Policy

Policies are created using filter groups with AND/OR operators, enabling you to

configure your specific criteria.

To create a new policy

1. Navigate to Org Profile > Org Management > Channels.

2. Locate Policies on the right:

) ANACONDA. Q_ Search Anaconda packages, models, documentation and more!

& Onboarding Busine... = | Channels

Org Management
Org Profile Search items
& Channels
Anaconda Channels
& Environments Use Anaconda channels to manage Anaconda repositories

O TokenAccess ~ CHANNEL

L nstallers o ,-) i P
& Subscriptions

0 *J r Apply +
User Management
2 Users ] J msys2 Apply +
22 Groups
£ Invitations
@ Service Accounts

CMD +K ol e
Add Channel | Channel Tracking VNI

Search policies [create +]

Al Vitual  Anacon: da  Hosted  Community Packages

mmmmmm

[ Select to create a new Policy |

3. Select Create + to start policy creation and define filters.

4. In the Create Policy pop-up, configure your policy to decide how you would

like to govern your channels:

e Enter a unique policy name.

Define exclusion criteria.

[ ]
e Define override exclusion and inclusion criteria.
[ )

Select Save.

All saved policies will appear as a list under Policies on the right.

Note: By creating policies and specific filters, you can define security and

governance rules that will automatically filter packages from your channels based
on package vulnerability, license compliance, platform, and/or package age. For

more information on filter parameters, refer to Policy Filter Parameters.

Anaconda.com
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Example 1: Vulnerability-Based Package Filtering (CVEs)

1. As evident from Image 1, organizational_policy excludes packages that
meet either of these conditions:
e Filter Group 1: CVE Score > 9 AND CVE Status = Active OR
e Filter Group 2: CVE Score > 9 AND CVE Status = Reported
e Select Save.

This configuration means any package with a critical vulnerability (CVE score > 9)
that is either actively being exploited or has been reported will be automatically
excluded.

View Policy

Policy Name*

organizational_policy

Exclude package if:

FILTER GROUP
Filter Type Comparator Score
CVE Score 2 Greater than v 9 Y
and
Filter Type Comparator Status
CVE Status 2 Is v Active v
or
FILTER GROUP
Filter Type Comparator Score
CVE Score v Greater than v 9 v
and
Filter Type Comparator Status
CVE Status v Is v Reported v

Override exclusions and include a package if:

More info on what a conda spec is here

Image 1

Anaconda.com
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2. Once the policy has been saved and applied to a channel (see Apply a
Policy to learn how to apply a policy), it runs and updates every 4 hours
(Image 2). As a result of the filters defined above:

e Hosted Channels (e.g., conda-forge): 75,320 files removed
e Community Packages Channels (e.g., community): 912 files removed
e Anaconda Channels (e.g., main): 26,466 files removed

Hosted Channels
Use Hosted channels to manage Hosted repositories

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS

organizational_policy 75320 files removed

(@ %L condaforge Scheduled 10/1/25 @ 10:22 AM

Community Packages Channels
Access community-built and maintained packages selected for compatibility with Anaconda-built packages

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
A o organizational_policy 912 files removed .
LD Y CommUnIty Scheduled 10/1/25 @ 9:55 AM :

Anaconda Channels
Use Anaconda channels to manage Anaconda repositories

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
q organizational_policy 26466 files removed .
LD .) main Scheduled X about 1 hour ago :
Image 2

3. The Policy Results column displays the impact of your governance rules,
showing how many files were removed and when the policy last ran, giving
you visibility into your organization's security posture.

Example 2: License-Based Package Filtering

In addition to security-based filtering, you can create policies that enforce license
compliance requirements for your organization.

1. As evident from Image 3, agpl is configured with a simple exclusion criteria:
o Under Exclude packages if, select License family is AGPL.
o Select Save.

Anaconda.com
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This configuration will automatically exclude all packages with AGPL licensing,
which is commonly restricted in enterprise environments due to its viral copyleft
requirements that can impact proprietary code.

View Policy

Policy Name*

agp!

Exclude package if:

FILTER GROUP
Filter Type Comparator License
License family v Is v AGPL v

Override exclusions and include a package if:

More info on what a conda spec is here

Image 3

2. Optional: Override exclusions and include a package if allows you to
create exceptions to your exclusion criteria.

3. As evident from Image 4, on applying the agpl policy to the rko-demo/agpl
virtual channel, 91 files were removed (i.e., packages with AGPL license).

Virtual Channels
Organization channels begin with rko-demo/

CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
rko-demo/ . agpl 91 files removed Private .
LD agpl ~) mainy Scheduled X about 1 hour ago 0 Groups H
Image 4

Anaconda.com
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This ensures your organization maintains license compliance by preventing
developers from accidentally introducing packages with incompatible licensing
terms into your environment.

Example 3: Platform-Based Package Filtering

You can also create policies that enforce platform architecture requirements for
your organization.

1. As evident from Image 5, windows64only is configured to exclude
packages that do not meet the below criteria:
e Filter Group 1: Platform type is not win-64 (Windows 64) OR
e Filter Group 2: Platform type is not NoArch
e Select Save.

This configuration will automatically exclude all packages that aren't a “win-64" or
“noarch” package from your channels.

Anaconda.com
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View Policy

Policy Name*

windows64only

FILTER GROUP

Filter Type

Platform

FILTER GROUP

Filter Type

Platform

Exclude package if:

Override exclusions and include a package if:

More info on what a conda spec is here

Comparator Platform
Is not ~ win-64 e
or
Comparator Platform
Is not e noarch ~

Image 5

2. As evident from Image 6, on applying this policy to the data-science
channel, 571793 packages were removed.

Virtual Channels
Organization channels begin with rko-demo/

CHANNEL SOURCE
rko-demof .
D gata-science QO main

Anaconda.com
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ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
windows64only 571793 files removed Internal :
Scheduled 10/1/25 @ 2:53 PM All Users .

Image 6
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Apply a Policy

Once you've created a policy, you're ready to apply it to channels.

To apply a policy

1. Navigate to Org Profile > Org Management > Channels.
2. Locate Policies on the right. Under Policies, you'll see a list of policies

you've created and saved.
3. As an example, let's apply Organizational Policy (filters: exclude packages
with CVE score greater than or equal to 7 and CVE status = Active OR CVE
score greater than or equal to 7 and CVE status = Reported) to Anaconda’s

main channel. Select Apply + under the Active Policy column:

(3 Michael Onboardin... 2

Org Management
0Org Profile
=% Channels
5 Environments
£ Token Access
4 Installers

5 Subscriptions

User Management
L Users

2 Groups

&3 Invitations

@) Service Accounts

Add Channel | Channel Tracking

Anaconda

Anaconda Channels
Use Anaconda channels to manage Anaconda repositories

)

©

Select “Apply +”’ under Active Policy,
This will pull up a list of your created
Policies

4. In the Apply Policy pop-up, select Apply.

Anaconda.com
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Applying policy to channel main. Click on the policy you want to apply.

POLICIES

Search policies

Organizational Policy
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Apply Policy?

Are you sure you want to apply this policy?

Cancel [0\

5. Allow the policy to run. This may take some time depending on the filtering
criteria.

6. Once the policy has been applied, you'll see the results under the Policy
Results column. As evident below, on applying Organizational Policy, 70327
files were removed.

Channels Add Channel | Channel Tracking

All Anaconda

Search items

Anaconda Channels
Use Anaconda channels to manage Anaconda repositories

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
Fa m Organizational Policy 70327 files removed 3
LQ "'J nain Completed X 32 minutes ago .
18] "_) r Apply + - :
(8] J msys2 Apply + - :
Notes:

1. Policy filters run every 4 hours, removing and adding packages based on
your configurations.
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N

2. You cannot edit or delete a policy that has already been applied to a
channel. If you need to modify a policy, first remove it from all the channels
you've applied it to, and then edit or delete the policy. Alternatively, you can
create a new policy and apply it to your channel(s).

Policy Results

Now that you know how to create and apply a policy, let's learn how to examine
policy filtering results.

View Policy Results

1. Navigate to Org Profile > Org Management > Channels.
2. Under Channels, start by selecting the number of files removed under
Policy Results for a channel.

Channels

All Virtual Anaconda Community Packages

Search items

Virtual Channels
Organization channels begin with michael-onboarding-edu/

CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
0 michael-onboarding-edu/ _) o Organizational Policy x 70327 files removed Internal .
& onboarding-channel ! Completed 18 minutes ago All Users o

3. You'll see Policy Report, which shows the results for the files removed and
the different platforms these files were removed from.

Anaconda.com
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Policy Report
Number of artifacts remaining in the selected channel with the applied policy
Download policy report Download policy report delta
Platform Files Removed Remaining
All Platforms 572356 70327 502029
A linux-64 106491 13884 92607
A linux-32 21787 4552 17235
8 linux-ppc64le 44314 6895 37419
A linux-s390x 34138 3294 30844
A linux-armvél 8 0 8
A linux-armv7I 8 0 8
8 linux-aarch64 61097 4756 56341
= win-64 97817 11983 85834
58 win-32 42686 7755 34931
& osx-64 96267 12532 83735
& osx-arm64 57407 4046 53361
noarch 10336 630 9706

Policy Report

Policy Report helps you see a breakdown of all the packages removed from your
channel due to the policy you have enforced.

To download the policy report

1. Select the : icon under the Actions column for a particular channel.
2. From the dropdown menu, select Download Policy Report.

Anaconda.com
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Michael Onboardin... 2

» All

Org Management
Org Profile
=5 Channels

[ Environments

) Subscriptions

User Management
2~ Users

2 Groups

& Invitations

) Service Accounts

Channels

Virtual

Anaconda Community Packages

Search items

Virtual Channels
Organization channels begin with michael-onboarding-edu/

£ Token Access CHANNEL SOURCE ACTIVE POLICY
L Installers michael-onboarding-edu/ 8 Organizational Policy
LD onboarding-channel ~) main Completed

\

Add Channel | Channel Tracking

POLICY RESULTS ACCESS ACTIONS
70327 files removed Internal
10/2/25 @ 3:13 PM All Users

View Channel

Make Channel Private
Download Policy Report
Download Policy Report Delta
Reapply Channel Policy
Track Channel Changes

Delete Channel

3. This downloads a CSV file containing the policy name, the last execution
date and time, the next scheduled execution date and time, and details
related to the removed packages.

policy_name last_executed

next_scheduled_at removed_package

file_removed_reason

Organizational Policy 2025-10-02 20:03:36.960856+00:00
Organizational Policy 2025-10-02 20:03:36.960856+00:00
Organizational Policy 2025-10-02 20:03:36.960856+00:00
Organizational Policy 2025-10-02 20:03:36.960856+00:00
Organizational Policy 2025-10-02 20:03:36.960856+00:00
Organizational Policy 2025-10-02 20:03:36.960856+00:00

Policy Report Delta

2025-10-03 00:13:23.991330+00:00 pillow-5.1.0-py35h3deb7b8_0.tar.bz2
2025-10-03 00:13:23.991330+00:00
2025-10-03 00:13:23.991330+00:00  pillow-8.0.0-py38h9a89aac_0.tar.bz2
2025-10-03 00:13:23.991330+00:00 tensor base-1.6.0-py27

libcurl-7.65.2-h20c2e04_0.tar.bz2

)_1.tar.bz2
2025-10-03 00:13:23.991330+00:00
2025-10-03 00:13:23.991330+00:00 ' tensorflow-base-1.9.0-gpu_py35h9f529ab_1.tar.bz2

tensorflow-base-1.11.0-eigen_py27h4dcebc2_0.tar.bz2

CVE score of 7.5 is greater than or equal to 7 and CVE status is 'active’
CVE score of 7.5 is greater than or equal to 7 and CVE status is 'active’
CVE score of 8.8 is greater than or equal to 7 and CVE status is 'active'
CVE score of 7.5 is greater than or equal to 7 and CVE status is 'active’
CVE score of 9.8 is greater than or equal to 7 and CVE status is 'active'
CVE score of 7.8 is greater than or equal to 7 and CVE status is 'active’

Once a policy is applied to a channel, it automatically runs every 4 hours. During

these scheduled runs, your channel's contents may change due to newly reported

licensing changes, CVEs, or updates to existing CVE scores or statuses.

You can track such changes using two methods:

Method 1: Via the Main Channels Page

Note: Policy Deltas can be viewed only when a policy has run more than once and

if the results between these runs differ.

1. On the Channels page, select the : icon under the Actions column for a
particular channel.

Anaconda.com
Confidential & Proprietary. Anaconda Inc.

85



D) ANACONDA.

N

So%a

2. From the dropdown menu, select Download Policy Report Delta to
download a CSV file.

rko-demo_agpl-policy-report delta

type

platform

artifact_name

why

added | osx-64 pdoc3-0.11.6-py312hecdB8ebs_0.tarbz? | License family 'AGPL' is "AGPL'
added | osx-64 | pdoc3-0.11.6-py311hecd8cb5_0.tarbz2 | License family 'AGPL' is 'AGPL'
added | osx-64 pdoc3-0.11.6-py313hecdB8ch5_0.conda | License family 'AGPL' is "AGPL'
added | osx-64 pdoc3-0.11.6-py311hecdB8ch5_0.conda | License family 'AGPL" is "AGPL'

Method 2: Via Channel Details

1. On the Channels page, select a channel of choice to view additional
information and the list of packages in that channel.

E3 SAM Demo box =

Org Management
Org Profile
&= Channels
&1 Environments
/> Token Access

4 Installers

=] Subscriptions

Channels

All Virtual

Search items

Virtual Channels
Organization channels begin with rko-demo/

CHANNEL

rko-demo/,
& aapl

External Mirror Anaconda Hosted Community Packages

Add Channel | Channel Tracking

Select the channel name

SOURCE ACTIVEPOLICY

¢ 7 agpl
O main Scheduled

(oo |

POLICY RESULTS ACCESS ACTIONS
x 91 files removed Private :
10/6/25 @ 10:42 AM 0 Groups .

2. On the details page for that channel, select View Policy Deltas.

fap hannels Details Page INSTALL CHANNEL
eETAC O o o
' 4435 Packages 3407 CVEs =
Org Management Add to .condarc ‘channels’ option to install.
Org Profile Search Packages
CHANNEL INFO
% Channels PACKAGE NAME FAMILY ~ FILES CVE Created Privacy
Jun 24, 2025 Private
[ Environments
7za ) - ) P Type Source
£ Token Access Open-source file archiver primarily used to compress files Virtual OEx
4 Installers 7zip
= conda 4 4
7-Zip is a file archiver with a high compression ratio. E= ACTIVE POLICY
=2 Subseriptions Name State
. ] Scheduled
abseil-cpp agp!
00 0 )
Abseil Common Libraries (C++) corc: Lastran Files Removed
User Management 10/6/25, 10:42 AM Ell
absl-py Next run
o conda YT RN .
& Users Abseil Common Libraries (Python) fconde) 10/6/25, 2:42 PM
£, Groups access View Policy || View Policy Deltas
56 0
2 Invitations Calculate spatial accessibility metrics E= Select POIic De|taS
) TRACK CHANNEL y
@ Service Accounts ible- CF
accessible-pygments 60 0 Get emails if there are changes to the files in your channel due (o your policy.
A collection of ibl s sty
collection of accessible pygments styles Select how and when you will be notified below.
. _ Change Type and Email Frequency:
acl-amzn2-aarch64 o
(CDT) Access control list utilities Files excluded
Files included
adagio [ canca B (Save |
< <12 345 > 1-10 of 4435 items
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3. You'll now see details regarding the past runs, along with the number of
files removed and added. Policy Delta History begins from when you first
apply a policy to a channel. Note that once a policy is removed or edited,
the history is erased.

< rko-demo / agpl POLICY DELTAS || X
4435 Packages 3407 CVEs ‘ Start End
month/day/year X month/day/year X
Search Packages LASTRUN FILES REMOVED FILES ADDED
PACKAGE NAME FAMILY  FILES  CVE Aug 5, 2025, 4:35:32 AM 10 files No files
[z 20 2025,12:33:2 fi o i
Open-source file archiver primarily used to compress files Aug 5, 2025, 12:33:21 AM No files 10 files
7zip |Se|ect the files count for more informationl\b 50 files No fles

7-Zip is a file archiver with a high compression ratio.

4. Use Start and End date filters under Policy Deltas to adjust your search

duration to view a specific delta report.
5. When viewing Policy Deltas, you can select the number of files under Files

Removed or Files Added to see more details.
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POLICY DELTAS ] X

Aug 4, 2025, 12:27115 PM
Viewing files removed

Search items

FILES PLATFORM REASON

pdoc3-0.11.6-py310h06a4308_0.conda linux-64 License family 'AGPL' is 'AGPL'
pdoc3-0.1.6-py310h06a4308_0.tar.bz2 linux-64 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310haa85532_0.conda win-64 License family 'AGPL' is "AGPL'
pdoc3-0.11.6-py310haa95532_0.tar.bz2 win-64 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310hca03das5_0.conda osx-armé4 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310hca03da5_0.tar.bz2 osx-armé4 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310hd43f75¢c_0.conda linux-aarch64 License family 'AGPL' is "AGPL'
pdoc3-0.11.6-py310hd43f75¢c_0.tar.bz2 linux-aarch64 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310hecd8cb5_0.conda osx-64 License family 'AGPL' is 'AGPL'
pdoc3-0.11.6-py310hecd8cb5_0.tar.nz2 osx-64 License family 'AGPL' is "AGPL'

Channel Tracking

Through Channel Tracking, you can receive email notifications whenever channels
with active policy filters are updated. You'll receive alerts when your policy filter
settings add or remove packages from a tracked channel.

Note: You must have an active policy filter on a channel before you can enable
Channel Tracking.
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Enable Channel Tracking

1. Navigate to Org Profile > Org Management > Channels. Alternatively,
select Channels on your dashboard to directly go to the Channels page.

) ANACONDA. Q_ Search Anaconda packages, models, documentation and more! CMD + K E e

Welcome Back, Michael! 3 SAM Demo box >

@ OwProtie & Crameis
Organization Dashboard Manage your Anaconda repositories

sers. Groups
5}
& Invite and manage your users &3 Manage user groups Manage payments and details

ISeIect Channels to navigate to your Organization's Channels page]

Explore Anaconda

s
Jupyter p f k’]
° e
Notebooks Learning Forum Docs Al Navigator
e »\
. S I% y »
% g %
4 <t -
Distribution PyScript EduBlocks PythonAnywhere Toolbox for Excel

2. Now select Channel Tracking in the top right corner to open the Track
Channels page. This page shows you a list of all channels with an active
policy filter. In other words, these are the channels available for tracking.

D) ANACONDA Q_ search Anaconda packages, models, documentation and more! CMD +K o o

Channels Add Channel | Channel Tracking ([Nl
Search policies

All Virtual External Mirror Anaconda Hosted ‘Community Packages
org auditing
| Select Channel Tracking to go to the Track channels page |
auditing May 2025
& Channels
Anaconda Channels
31 Environments Use Anaconda channels to manage Anaconda repositories
CVE is less than 7
/D Token Access CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
4 Installers Vi ¢ organizational_policy 26466 files removed . CVE 6

& Subscriptions

© ‘D r Apply + — : CVE threshold 7 and

Jupyter dependacies

User Management Firstrail
2 Users © D msys2 apply +
22 Groups CVE_Threshold_6_and_Py...

3 Invitations

. fintech
% Service Accounts
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3. Select a channel from the list, choose which email notifications you'd like to
receive (files excluded and/or files included in your channel based on your
policy filters), and set how frequently you want them delivered (real-time,
daily, or weekly).

o Notes:

i.  You'll receive emails only when changes actually occur due to
your policy filters.

ii. Real-time sends you an email immediately after a change is
detected. Considering that policy filters run every 4 hours,
you'll receive at most 1 email every 4 hours.

iii. Daily sends an email once per day when a change is detected.

iv. Weekly sends an email every Friday when a change is
detected.

Q_ Search Anaconda packages, models, documentation and more! CMD + K i 0

Track Channels & GoBackto Channels  MAIN || X

Get emails if there are changes to the files in your channel due to your policy.
Select how and when you will be notified below.

Search items Change Type and Email Frequency:

CHANNEL B Files excluded
@ realtime daily weekly
main
B Files included

community @ realtime daily weekly

conda-forge /

Select the Channel and then select the Tracking Type and Email Frequency

4. After selecting your preferences, select Save.
5. Here's what an email notification looks like:
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{D ANACONDA

Anaconda Channel change

Hi Michael,

This is an automated email to inform you that a change has been detected in
the main channel of your rko-demo organization. Please visit
https://anaconda.com/app/organizations/rko-demo/channels to view these
changes.

Anaconda Team

If you did not authorize this action or believe it was made in error, please
contact us as soon as possible.

B ContactUs  [4 Manage Account

Meed assistance? Contact us at usercare@ anaconda.com

© Copyright 2025 Anaconda, Inc. All Rights Reserved.

o Selecting the link in this notification email will take you to your
organization's Channels page. From there, you can access the
channel mentioned in the notification email (“main” channel in this
example) and Download Policy Report Delta for detailed information
about which packages were added or removed based on your policy
filters.
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Delete a Policy

Prerequisite: To delete a policy, you must first remove it from all channels you've
applied it to.

Remove a Policy from Channels

1. Navigate to the Channels page.

2. Locate the channels you've applied the policy to.

3. To remove the policy from a channel, select the X icon to the right of the
policy name.

Channels
Search policies Create +
] Al virtual - Anaconda |Se|ect the x icon under the active policy column| !
Org Management remove everything but python
Org Profile main x
testdd
&5 Channels

Virtual Channels
= N ‘s o ization channels begin with rko-demo/

windows64only

ACTIVE POLICY 2oL ICY RESULTS ACCESS ACTIONS

2 Token Access CHANNEL SOURCE

0 files removed Internal

L Installers -dem:
L Q) rko-demo/ ¢ i 0
J 10/6/25 @ 2:19 PM Al Users.

main

test]
Scheduled x
) Subscriptions

4. In the Remove Policy pop-up, select Remove.
5. Repeat this step, if needed, for all channels using the policy.

Delete the Policy

1. Once the policy is no longer applied to any channels, navigate to Policies
on the right side of the Channels page.
2. Hover over the policy you want to delete—an X icon will appear.
o Note: The X icon only appears if the policy is not currently applied to
any channels (refresh the page in case you cannot see this icon).
3. Select the X icon to permanently delete the policy.

Channels Add Channel | Channel Tracking [I=ITRISI=]

test W
. . Delete Poli
Al Viwal  Anaconda Hover over the Policy to show the Delete Policy x Icon

x

main

Virtual Channels
Organization channels begin with rko-demo/

CHANNEL SOURCE ACTIVE POLICY POLICY RESULTS ACCESS ACTIONS
0 rko-demo/ J 5 . Internal
& main b PPl All Users
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Note: This action cannot be undone. Once deleted, the policy and all its
configuration settings will be permanently removed.

Packages

Anaconda Packages: Overview

Anaconda Packages are pre-built software libraries and tools distributed through
Anaconda's package repository. They contain popular data science, machine
learning, and scientific computing libraries, such as NumPy, pandas, and
TensorFlow, that have been compiled, tested, and optimized to work seamlessly
together.

Unlike building software from source code, Anaconda Packages are ready to
install and use immediately with conda, i.e., Anaconda's package manager. Each
package includes the library itself as well as all its dependencies, ensuring
compatibility across operating systems (Windows, macOS, and Linux). This
eliminates the common "it works on my machine" problem and simplifies
environment reproducibility across teams.

Anaconda Packages are curated and maintained to deliver reliable, stable versions
of essential tools, enabling data scientists, analysts, and developers to focus on
their work rather than troubleshooting installation issues.

Channel and Package Details

The Channel Details page on the Anaconda Platform Cloud (to view this page,
navigate to Org Management, then Channels, and then select a channel of
choice) provides comprehensive information related to packages, including CVEs,
Anaconda curation reviews, SBOMs, licensing details, package dependencies and
dependants, and file-level metadata.
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&« ".) main

4491 Packages 3479 CVEs

INSTALL CHANNEL

https://repo.anaconda.cloud/repo/main

©

Add to .condarc 'channels' option to install.

Search Packages
CHANNEL INFO

PACKAGE NAME FAMILY FILES CVE Privacy Type
Internal Anaconda
72a 2 o
Open-source file archiver primarily used to compress files
TRACK CHANNEL
f Get emails if there are changes to the files in your channel due to your policy.
7zip 4 oo ot
7-Zip is a file archiver with a high compression ratic. Select how and when you will be notified below.
Change Type and Email Frequency:
abseil-cpp
conda 100 0 Fil luded
Abseil Common Libraries (C++) - F:\:: ;’::Cllfd:d
absl-py s o | LSavel
Abseil Common Libraries (Python)
access 56 0
Calculate spatial accessibility metrics
accessible-nvaments —

Channel Overview
This page displays

Total number of packages in a channel,

Total number of CVEs across all packages,

Installation instructions with the channel URL and configuration guidance
for adding the channel to your .condarc file,

Channel metadata, such as privacy settings and channel type, and
Channel tracking options to receive email notifications when files are
excluded or included due to policy changes.

Package Details
You can access the following details for each package in a channel:

o File Metadata: Signature (green check mark), architecture type, version
number, and upload date

e Security information: CVEs associated with the package, supplemented by
Anaconda's curation reviews that offer additional vulnerability context and
analysis

e Licensing details: Complete licensing information to verify compliance with
your organization's policies and requirements

e Dependencies: Packages required for the selected package to operate

properly
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e Dependants: Packages that rely on the selected package for functionality
File-level data: Detailed information of individual files within the package,
including file metadata, file-specific CVE information, and SBOMs, providing
a comprehensive inventory of all package components

This centralized system enables you and your team(s) to make informed decisions
about package usage, security posture, and compliance requirements.

Viewing Package Details
To view package details

1. Navigate to Org Management > Channels.
2. On the Channels page, select a channel of your choice. For example, let's
select the Anaconda channel main.

Add Channel | Channel Trackin
Channels [From the Channels Page, select a channel| s
’ Org Management All Virtual Anaconda Community Packages
Org Profile
Search items
| =5 Channels
[51 Environments Anaconda Channels

Use Anaconda channels to manage Anaconda repositories
/£ Token Access

CHANNEL ACTIVE POLICY POLICY RESULTS ACTIONS
{ Installers

Organizational Policy 71443 files removed

Subscriptions Scheduled 11/2/25 @ 11:08 AM

User Management )
D) r Apply -+
2 Users © ¢

2 Groups

0 () meys2

& Invitations

%) Service Accounts

3. Select the channel name to view Channel Details.
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< _) main 1
: Use the search ba_r to find a INSTALL CHANNEL
package you would like to receive T T o
. s://repo.anaconda.cloud/repo/main
3Packages 3479 CVEs more details on et s e &
Add to .condarc 'channels' option to install.
aiohttp X
CHANNEL INFO
PACKAGE NAME FAMILY  FILES CVE Privacy Type
aiohttp Intend” Select the aiohttp package to go to the
290 14 i
Async http client/server framework (asyncio) m PaCKage Detail Page
TRACK CHANNEL
aiohttp-cors o 2 o Get emails if there are changes to the files in your channel due to your policy.
CORS support for aiohttp - Select how and when you will be notified below.
Change Type and Email Frequency:
aiohttp-jinja2 78 0 Files excluded

jinja2 template renderer for aiohttp.web (http server for asyncio) Files included

4. Use the search bar to find packages within the main channel. For example,
let's search for aiohttp to view all packages containing aiohttp in their
name.

5. On selecting aiohttp, you'll see the following information:

a. Files: The Files tab displays all files associated with this package,
providing detailed information for each file including:

e Package version: Specific package version available

e Python version compatibility: Python version supported by
Anaconda for each aiohttp package file

e Platform: Target operating system and architecture (e.qg.,
win-64, osx-arm64, linux-64)
File size: Size of each file

e Uploaded: Date when the file was uploaded to the channel

This information enables you to identify which package version is
compatible with your specific Python version and platform
requirements.

b. The green check mark next to each file indicates Anaconda
Signature status.**

c. CVE: The CVE column displays the total number of CVEs associated
with each package file, the CVE status, and the highest CVE score,
enabling rapid security risk assessment for each file.

d. Dependencies: This tab lists all packages that aiohttp requires to
function correctly. In other words, these are the prerequisite or
dependent packages that must be installed alongside aiohttp.
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e. Dependants: This tab lists all packages that rely on aiohttp as a
dependency for their functionality. In other words, these packages
require aiohttp to be installed to operate correctly.

f. CVEs: This tab displays all CVEs identified within the package and its
associated files.

g. Install Package: This section, on the right, provides the
command-line syntax needed to install the package via conda, along
with the channel URL (e.g., conda install -c
https://repo.anaconda.cloud/repo/main aiohttp). You can
copy this command directly to install the package from the specified
channel.

h. Package Info: Under this section, you'll find

e License: Licensing terms for the package (e.g., Apache-2.0
AND MIT)
Version: Current version number of the package (e.g., 3.12.15)
Last Published: Date when the package was last published
(e.g., Aug 28, 2025)

e Downloads: Total number of times the package has been
downloaded (e.g., 5679)
Homepage: Link to the package's official website
Docs: Link to the package's documentation

**Note:

Package Signatures: Packages in Anaconda's Premium Repository include a
security signature. This unique cryptographic key value verifies the package's
integrity and confirms it has not been modified or tampered with after completing
Anaconda's curation process. Files with a valid signature have a green check
mark next to their name. You can view the complete signature value in the
metadata file at the bottom of the package details.
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<« J main / aiohttp

El [II |%TALL PACKAGE

3 conda install -c https:/repo.anaconda.cloud/repo/main aiohttp fual
1322 Files 1 Dependencies 26 Dependants 14 CVEs

Search Files PACKAGE INFO
License Last Published
FILENAME VERSION CVE UPLOADED Apache-2.0 AND MIT Aug 28, 2025
Version Downloads
aiohttp-3.12.15-py311h02ab6af_0.tar.bz2 s m,,d Aua 28 2025 31215 5679
12 ug 28,
© =win-64 101784 KB B total 9 Homepage
https://github.com/aio-libs/aiohttp
Docs
alomlp-.'iv.12.15-py31ZhOZEhBALO.lar.sz |ZI__> m,m Aug 28, 2025 https://docs.aiohttp.org/
|—> @ =win-64 998.32 KB B total
aiohttp-3.12.15-py311h02ab6af_0.conda @
; 31215 ceared | aug 28,2025
© =win-64 10058 KB ™
aiohttp-3.12.15-py310h02ab6af_0.tar.bz2 @
- 31215 cleared | Aug 28, 2025
© =win-64 891.99KB 2 otal
aiohttp-3.1215-py313h02ab6af_0.tar.bz2 s mm, ua 26, 2025
12,1 U 3
© =®win-64 10003KB P otal N
aiohttp-3.12.15-py313h02ab6af_0.conda @
P 4 31215 .“""" Aug 28, 2025
© =win-64 100633 KB ol
< <12 3 45 .. > > 1-10 0f 1322 tems

Let's explore the Files, Dependencies, Dependants, and CVEs tabs in more detail.
Files Tab

Package files under the Files tab serve as a comprehensive security and
dependency manifest, providing all necessary information to verify package
integrity, understand dependencies, and assess security risks for, for example, the
aiohttp package in Anaconda's repository.

Select a package file to view the following details:
1. File Metadata

This JSON file provides comprehensive technical details and security information
for the selected package file (version 3.12.15, Windows 64-bit platform). It
contains the following information:
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Select the file to get more details fecves  Finssou i
s me B 1 coves alohttp-312.15-py311h02ab6af_0.tar.bz2
© @win-64 1017.84 KB 31215

Search Files

FILE NAME VERSION CVE UPLOADED

aiohttp-3.12.15-py311h02ab6af_0.tar.bz2
31215 sleared Aug 28, 2025
© s win-64 101784 KB % total

2334bf1b45ec94d d902e98035F2 440

aiohttp-3.12.15-py312h02ab6af_0.tar.bz2
- 31218 cleared Aug 28, 2025
@ mMwin-64 99832KB A

e Package Info (repodata_record.json): Contains core technical
details, including package identity (aiohttp 3.12.15 for Python 3.11 on
win-64), file size and sha256 checksums, dependencies, license
(dual in this case: Apache-2.0 AND MIT), and key dates.

e CVEs: Shows 8 cleared CVEs, with severity scores ranging from 1.7
to 7.5. Note that all 8 have been marked as "cleared" by Anaconda's
security team. For each CVE, you can view a detailed description,
including Anaconda curated date and affected versions.

e Signatures (Integrity Verification): Provides cryptographic proof of
authenticity through sha256 hash keys and digital signatures,
confirming the package hasn't been tampered with since completion
of Anaconda's curation process.

2. File CVEs

Under this tab, you can view the security risk of a specific package file. Here
you'll find all existing vulnerabilities, their severity level, and status (e.g., cleared,
indicating that Anaconda's security team has cleared a CVE).
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Prixt

<« "J main [ aiohttp File Metadata File SBOM lol X
1822 Files D i 26D 14 CVEs aiohttp-3.12.15-py311h02ab6af_0.tar.bz2 s
@ mwin-64 101784 KB o
Search Files
active 0 reported ) disputed ) mitigated o
FILE NAME VERSION CVE UPLOADED

1 3 4 0

aiohttp-3.12.15-py311h02ab6af_0.tar.bz2

(02) e [ ow i [THgh T
@ mwin-64 101784 KB 31215 .mm SLa]z42025 Medium Critical
aiohtip-312.15-py312h02ab6af_0.tar.bz2 - Search CVEs
31215 Aug 28, 2025
@ ®win-64 998.32KB 2 otal
SCORE v NAME sTaTUs ©
aiohttp-3.12.15-py311h02ab6af_0.conda 31215 cleared Aug 26, 2025 CVE-2023-47627
© mwin-64 1005.8 K8 8 total Anaconda curated at: Nov 23, 2023
aiohttp is an asynchronous HTTP client/server framework for asyncio and
° Python. The HTTP parser in AIOHTTP has numerous problems with
aiohttp-3.12.15-py310h02ab6af_0.tar.bz2 claared 75 header parsing, which could lead to request smuggling. This parser is
© @ win-64 891.99 KB 31215 o total Aug 28, 2025 only used when AIOHTTP_NO_EXTENSIONS is enabled (or not using a
prebuilt wheel). These bugs have been addressed in commit ‘d5¢12ba89"
which has been included in release version 3.8.6. Users are advised to
aiohttp-312.15-py313h02ab6af_0.tar.bz2 cleared upgrade. There are no known workarounds for these issues.
B 31215 Aug 28, 2025
@ Wwin-64 1000.3 KB o total CVE-2024-23334
Anaconda curated at: Jul 9, 2024
. aiohttp is an asynchronous HTTP client/server framework for asyncio and
aiohttp-3.12.15-py313h02ab6af_0.conda 31215 cleared Aug 28, 2025 Python. When using aiohttp as a web server and configuring static routes,
© mwin-64 100633 KB o 8 total ' ° it is necessary to specify the root path for static files. Additionally, the
option 'fellow_symlinks' can be used to determine whether to follow
@ symbolic links outside the static root directory. When 'follow_symlinks' is
< <1 2 3 4 5 > 2 1-10 of 1322 items set to True, there is no validation to check if reading a file is within the

root directory. This can lead to directory traversal vulnerabilities, resulting
in unauthorized access to arbitrary files on the system, even when
svmlinks are not present. Disabling follow_symlinks and usinqg a reverse

3. File SBOM

This tab provides transparency about every component in, for example, the
aiohttp package, enabling you (and your organization) to:

e Scan for security vulnerabilities in all package components,
e Verify license compliance across all files,
e Validate supply chain integrity with cryptographic checksums, and
e Track package provenance from source to distribution
Anaconda.com

Confidential & Proprietary. Anaconda Inc. 100



main / aiohttp File Metadata File CVES File SBOM J] X
il o] i .
1822 Files M 26D 14 CVEs aiohttp-3.12.15-py311h02ab6af_0.tar.bz2 -
© Mwin-64 1017.84 KB o
Search Files
FILE NAME VERSION CVE UPLOADED
. boms,/main/win-64/anacenda_SBOM_urin-
aiohttp-3.12.15-py311h02ab6af_0.tar.bz2 a2 - TGS e e P e,
© W@win-64 101784 KB e
aiohttp-3.12.15-py312h02abéaf_0.tar.bz2
I 31215 cleared Aug 28, 2025
© mwin-64 99832 KB & tota!
aiohttp-3.12.15-py311h02ab6af_0.conda @ learsd "SPDXRe f-DOCUMENT",
- 31215 Aug 28, 2025 " la_SBOM_win-64_aiohttp-3.12.15-py311h62ab6af_8. tar.bz2.spdx.json",
Q -WIH’BE 1005.8 KB 8 total cumentDescribes": [
"SPDXRe f~win-64_aiohttp-3.12.15-py311h82ab6af_8.tar.bz2"
aiohttp-312.15-py310n02ab6af_0.tar.bz2 tionships™: [
° v EE 31215 cleared Aug 28, 2025
g win-| 8 8 total spdxElementId! SBOM_win-64_adohttp-3.12.15-
f_0.tal .spdx. json",
‘ relatedSpdxELement"
amhnp—?.‘l2.15—py313h023b63f,0“ar‘h12 31215 de“d Aug 28, 2025 [P DT “P;c_ _4fcE c98d72fcd f4Te6dd81833F47b2f77c114c29cd64a361be5Ta763a2)
© m@win-64 1000.3 KB & tota! e L
ment": "anaconda_SBOM_wi ohttp-3.12.15-py311hezal ©.tar.bz2.spdx.json is
aiohttp-3.12.15-py313h02ab6af_0.conda
31215 cleared Aug 28, 2025
© @ win-64 1006.33 KB B 1otal
¢ <1, 2 3 4 5 .. > > 1-10 of 1322 items

Dependencies Tab

Continuing with our example, note that aiohttp (version 3.12.15) is an asynchronous
HTTP client/server framework for Python, containing 1,322 files and licensed
under Apache-2.0 AND MIT.

Dependencies (11 packages for aiohttp) are the packages that aiohttp requires to
function properly. These must be thus installed alongside aiohttp.
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<« "J main / aiohttp

1322 Files 11 Dependencies 26 Dependants 14 CVEs

Search Dependencies

NAME VERSION
yarl 118.0
attrs 25.4.0
aiodns 3.5.0
pythen 314.0
aiosignal 1.4.0
libgec-ng .20
multidict 6.70
propcache 0.31
frozenlist 18.0

acunc_timannt &n1

12z > >

Dependants Tab

conda

conda

conda

conda

conda

conda

conda

5
b4

;

: g

. g

FILES

-l

44

2537

42

64

10

306

CVES

0

n

1-10 of 1items

INSTALL PACKAGE

conda install -c https://repo.anaconda.cloud/repo/main aiohttp

PACKAGE INFO

License Last Published
Apache-2.0 AND MIT Aug 28, 2025
Version Downloads
31215 5679
Homepage

https://github.com/aio-libs/aiohttp

Docs
https://docs.aiohttp.org/

©

Dependants (26 packages) are packages that rely on aiohttp as a dependency.

These packages would be affected if aiohttp has issues or breaking changes.

In our example, the presence of 26 dependants demonstrates that aiohttp is a

widely used foundational package in the Python async ecosystem.
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<« "J main |/ aiohttp

1322 Files 11 Dependencies

Search Dependants
NAME

aiobotocore
aiohttp-cors
aiohttp-jinja2
anaconda
anaconda-catalogs
bandersnatch
datasets
elasticsearch

elasticsearch-async

aualiata

< <1 2 3 > >

CVEs Tab

26 Dependants

VERSION

2.250

0.81

16

2025.06

0.2.0

14 CVEs

FAMILY

 conda
e
 conda
 conda
 conda |
 conda

FILES

720

42

78

231

na

76

274

189

128

CVES

24

1-10 of 26 items

INSTALL PACKAGE

conda install -¢ https://repo.anaconda.cloud/repo/main aiohttp

PACKAGE INFO

License

Apache-2.0 AND MIT

Version

37215

Homepage
https://github.com/aio-libsfaiohttp
Docs

https://docs.aiohttp.org/

Last Published
Aug 28, 2025

Downloads
5679

The number of CVEs indicates that aiohttp has 14 identified vulnerabilities, of
which 8 are marked as "cleared," meaning that they have been reviewed and

resolved by Anaconda's curation process.

Security Summary: While aiohttp has 14 CVEs, all reviewed vulnerabilities have
been cleared. Organizations are recommended to monitor both direct

vulnerabilities in aiohttp and security risks in its dependency chain and dependent

packages.
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<« "J main |/ aiohttp
h INSTALL PACKAGE

conda install -c https://repo.anaconda.cloud/repo/main aiohttp

o
O

1322 Files 1 Dependencies 26 Dependants 14 CVEs

Search CVEs PACKAGE INFO

License Last Published
Apache-2.0 AND MIT Aug 28, 2025
1 9 4 0 Version Downloads
Homepage
SCORE w NAME PACKAGES https://github.com/aio-libs/aiohttp

Docs

CVE-2023-47627 https://docs.aiohttp.org/

Anaconda curated at: Nov 22, 2023

° aiohttp is an asynchronous HTTP client/server framework for asyncio and
75 Python. The HTTP parser in AIOHTTP has numerous problems with header 1322
parsing, which could lead to request smuggling. This parser is only used when

AIOHTTP_NO_EXTENSIONS is enabled (or not using a prebuilt wheel). These
bugs have been addressed in commit 'd5c12ba89" which has been included in...

CVE-2024-23334
Anaconda curated at: Jul 8, 2024

@o aiohttp is an asynchronous HTTP client/server framework for asyncie and

Python. When using aiohttp as a web server and configuring static routes, it is 1322

necessary to specify the root path for static files. Additionally, the option
“follow_symlinks' can be used to determine whether to follow symbolic links
outside the static root directory. When "follow_symlinks' is set to True, there is ...

CVE-2024-30251
Anaconda curated at: Sep 9, 2025

< <12 > > 1-10 of 14 items

Token Access Page

Anaconda tokens are authentication credentials that allow you and your users to
securely access your organization's Anaconda Premium Repository
(repo.anaconda.cloud) and the channels available on your Anaconda Platform
Cloud.

Token Types
Your organization can use two types of access tokens:

1. Individual Access Tokens: Token credentials that you activate individually
to access your organization's Anaconda Premium Repository.

2. Site Token: A shared access token for the entire organization. Unlike
individual access tokens, this single site token can be used by any
organization member to authenticate to the organization's channels.

Anaconda tokens are activated and accessible through the Token Access page
when you or your users are assigned a seat:
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D Eemsomomin =) Token Access

An organization access token is required to access Anaconda's private repository channels and your organization's channels with conda. Click Activate Token to generate access token for your account, then copy and set the token

0Org Management using either Anaconda Navigator or at the command line. You will also receive an email containing your new token. Reissuing a token invalidates the previously issued token. For more information about tokens, see Tokens.
Org Profile

&5 Channels Account Status

&1 Environments mmonTGe@anaconca.com o current token

L Installers

= Subscriptions A Activate Token

/V

User Management

S Users
2, Groups

3 Invitations

@ Service Accounts

Individual Access Tokens

Individual access tokens provide access to your organization's packages for
building local environments. Each user, including you as the admin, receives a
unique token on seat assignment (to learn how to manage seats, refer to User
Management), unless your organization uses a site token.

When a seat is not assigned to a user, they will see a message on the Token
Access page instructing them to contact you, as the admin, for seat assignment:

> Token Access

Your token provides you with access to your subscription tier's capabilities and features within Anaconda Cloud.
Org Management You must have a seat in your organization to issue a token.
Contact your organization administrator to be assigned a seat.

Org Profile
/O Token Access

4 Installers

If a member of your organization doesn’t have a
seat, they will need to contact their Admin to be
provided a seat to activate their access token

Activate Individual Access Tokens

To activate your token

Anaconda.com
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1. Navigate to the Token Access page under Org Management.

2. For a user with an assigned seat, the Token Access page will display
Activate Token. Select Activate Token.

3. Your Token Credentials will appear in a pop-up window. Select Copy Token
and then save it securely, similar to how a password is handled. You may

then close this pop-up window.

Token Credentials

bcd730a6aee3572bbc88d6285ba620ca98b635a29a139b9%e

Save your token in a secure location! Once you close this window, you won't be able to see it again.

Copy Token

4. On token activation, you'll also receive a notification email, containing your
token access credentials and setup instructions.

Anaconda.com
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Prixt

da @
tome v

com:

Anaconda Business New Access Token  inbox x

{0 ANACONDA

Anaconda organization access token

Below, you'll find your organization access token and instructions for setting
your token and using your organization's channels.

Your organization access token

bcd730a6aee3572bbc88d6285ba620ca98b635a29a139b9e

Setting your token:

If you've issued yourself a token from your organization on Anaconda, you

still need to set it to authenticate to Anaconda’s curated repository channels.

See our Quickstart guide for instructions on setting your token using
Anaconda Navigator.

If you issued yourself a token using the anaconda token install
command, your token is already set!

Using your organization's channels:

Once you're authenticated, you can configure conda to use your
organization's channels.

Thank you!
The Anaconda Team

If you did not authorize this action or believe it was made in error, please
contact us as soon as possible.

1:29PM (5 minutes ago)

Reissue and Sync Tokens

On token activation, Activate Token on the Token Access page is replaced by
Reissue Token and Sync Token.

. SAM Demo box

Org Management
Org Profile
& Channels
51 Environments
/2 Token Access
4 Installers

& Subscriptions

User Management
S Users

2 Groups

(2 Invitations

% Service Accounts

Token Access

Account

Michael Monroe
mmonroe@anaconda.com

A Reissue token

or

An organization access token is required to access Anaconda's private repository channels and your organization's channels with conda. Click Reissue Token to generate a new access token for your account, then copy and set the
token using either Anaconda Navigator or at the command line. You will also receive an email containing your new token. Reissuing a token invalidates the previously issued token. For more information about tokens, see Tokens.

Status

Valid until
Oct 3, 2027

Reissue Token allows you to generate new token access credentials. To do so

1. Select Reissue token on the Token Access Page.

Anaconda.com
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2. In the pop-up window, select Reissue Token.
3. You'll now see your new Token Credentials. Select Copy Token and then
save it securely.

Notes:

e Reissuing a token automatically invalidates your previous credentials.
e Use this option only if your token access credentials are lost or
compromised.

Sync Token allows you to synchronize your token access with your organization's
current subscription. To sync your token

1. Select Sync token on the Token Access Page.
2. The Valid until date under Status may change once syncing is complete.

Notes:

e Synchronizing extends your token's lifespan to match your organization's
subscription validity.

e Use Sync Token after your organization renews its subscription to avoid
needing to reissue a token to yourself, as subscription renewals don't
automatically extend your token validity (validity date is visible under Status
on the Token Access page).

e Note that token syncing may take a few minutes to complete.

Site Token

A site token is an access token used by your entire organization. This single token
authenticates all members to your organization's Anaconda Premium Repository.
Site tokens are provided to users by you, i.e., organization administrators.

Important: You do not need to assign seats to users if your organization is using a
site token.

Site tokens are activated, reissued, and synced similarly to individual access
tokens, with two key differences:

1. Only organization administrators can perform these actions, and
2. The token is displayed only in the browser. No email notifications are sent.

Anaconda.com
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If you need to purchase a site token, reach out to sales@anaconda.com.

Here's what the Token Access page with a site token looks like for admins:

_) ANACONDA Q_ Search Anaconda packages, documentation, and more! CMD +K X 88 | .
[@ Anaconda Learning Token Access
Org Management An organization access token is required to access Anaconda's private repository channels and your organization's channels with conda. Click Activate Token to generate access
Org Profil token for your account, then copy and set the token using either i or atthe line. You will also receive an email containing your new token. Reissuing a
rg Profile token invalidates the previously issued token. For more information about tokens, see Tokens.
&% Channels
5] Environments Account Status
Anaconda Learning
> Token Access SeitoRen no current token
4 Installers

(=) Subscriptions

User Management A Activate Token
Qv Users

2 Groups

£ Invitations

%) Service Accounts

Here's what the Token Access Page with a site token looks like for those who
aren't an admin:

_) ANACONDA. Q_ Search Anaconda packages, documentation, and more! CMD +K X 8 | .
Anaconda Learning Token Access
Org Management An organization access token is required to access Anaconda's private repository channels and your organization's channels with conda. Click Activate Token to generate access

token for your account, then copy and set the token using either d: ig or atthe line. You will also receive an email containing your new token. Reissuing a

Org Profile token invalidates the previously issued token. For more information about tokens, see Tokens.

=% Channels

[5) Environments Account Status
> Token Access Anacsoi?:(aol‘_(ee:rnlng no current token
4 Installers

Contact your organization's administrator to get acces to your site token

Revoke User Seat and Token Access

If for some reason, you revoke a user’s seat, they'll lose their token access. In this
case, they'll see a message on the Token Access page instructing them to contact
you, the admin, for seat assignment.
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When a user's seat is revoked and they lose their activated token, they'll receive a
notification email. For those who haven't activated their token, no notification
email is sent.

Your Premium Repository access token has been revoked on Anaconda. inbox x

Anaconda & <no-reply@anaconda.com>
tome v

{D ANACONDA

Organization Access Changed
Hi Michael,

Your Premium Repository access token provided by Support Team Demo
Account organization has been revoked on Anaconda.

Be sure to reconfigure your .condarc file and reset your Conda configuration
to its default state.

You can read instructions on how to do that here.

Anaconda Team

If you did not authorize this action or believe it was made in error, please
contact us as soon as possible.

ContactUs  [4 Manage Account

Need assistance? Contact us at usercare@anaconda.com

© Copyright 2025 Anaconda, Inc. All Rights Reserved.

Subscriptions Page

To view subscription-related information

1. Navigate to the Subscriptions page under Org Management.
2. Here, you can review

a. Subscription Type: Your current plan level

b. Status: Whether your subscription is active or inactive
c. Validity: When your current subscription renews
d

Seats (Licenses): Total number of used and remaining seats (or
licenses)

Anaconda.com
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3. You can also contact our Sales team via this page. Select Contact Sales to
raise a form. Alternatively, you can contact your Customer Success
Manager (CSM) via cs@anaconda.com.

[ Onboarding Busine...

2]

Org Management
Org Profile
== Channels
51 Environments
/2 Token Access

<4 Installers

(=] Subscriptions

User Management

S Users
£2, Groups
£ Invitations

) Service Accounts

Subscription

‘You are subscribed to:

Business

Security tools for your software supply chain. Leverage proprietary open-source metadata to automate
vulnerability detection and removal.

E5 SUBSCRIPTION

Active
Renews Sep 10, 2027

Provides you with your
Subscription type, status,
and expiration

3 sears
40 Seats Total

36 Seats Remaining

4 out of 40 Seats Used

Shows the total number
of Seats (License) your
Subscription has

I Need to change your subscription?

Contact Sales
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Conclusion and Next Steps

summary

Through this guide, you've learned the essential skills to administer your
organization's Anaconda Platform Cloud. You've learned how to configure ESSO,
manage users and groups, create custom channels with security policies, and
maintain compliance through CVE monitoring and license filtering. As you
implement these capabilities, we recommend you to regularly review policy
results, track channel changes, and adjust filters as your organization's security
requirements evolve. Leverage the Token Access system to provide secure
repository access to your teams, and use the comprehensive package details
(including CVEs, SBOMSs, and dependencies) to make informed decisions about
your data science and Al infrastructure.

Finally, note that the contents of this guide are also available as a free self-paced
course with how-to videos. To access this Anaconda Platform Cloud: Admin
Onboarding course, log in to Anaconda Learning using your Anaconda
credentials.

Anaconda.com
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Need Help?

If you have questions or need any help setting up Anaconda Platform Cloud, reach
out to your Customer Success Manager (CSM) via cs@anaconda.com. We're here
to help you succeed!

Anaconda.com
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Appendices

Common Vulnerabilities and Exposures (CVEs)

Understanding CVEs

CVEs are security flaws in software that attackers exploit to gain unauthorized
access to sensitive data (e.qg., credit card details or social security numbers). In
today’s world, as software becomes increasingly sophisticated with multiple
layers, interconnected dependencies, varied data sources, and external libraries,
security vulnerabilities naturally develop over time. Understanding which
components in your codebase are susceptible to security threats can enable you
to proactively reduce risk. Anaconda provides comprehensive tools and resources
to maintain a secure development pipeline.

Anaconda’s CVE Management

To reduce vulnerability risks in our applications and webpages, we at Anaconda
routinely synchronize CVE databases from the National Vulnerability Database
(NVD) and the US National Institute of Standards and Technology (NIST). Our
curation process involves

e Assessing CVE impact on Anaconda-built packages,
e Determining affected versions in our repository, and
e Implementing appropriate mitigations.

Common Vulnerability Scoring System (CVSS)

The criteria for assessing CVE severity have significantly evolved over the years.
CVSS emerged in 1999 as a quantitative framework for evaluating vulnerability
characteristics. CVSS v2 was introduced in 2007, followed by CVSS v3 in 2015,
which provided enhanced scoring methodology designed to better represent
actual vulnerability impact in real-world environments. To learn more, refer to
Common Vulnerability Scoring System SIG.

Anaconda.com
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CVE Scores and Severity Ratings

Software developers use CVE databases and scores to minimize the risk of using
vulnerable components (packages and binaries) in their applications or webpages.
CVE scores and ratings fall into five categories:

Severity Description Score
None No impact 0.0

Low Minimal risk, difficult to exploit 0.1-3.9
Medium Moderate impact, requires some skill to exploit 4.0-6.9
High Serious impact, relatively easy to exploit 70-8.9
Critical Severe impact, highly exploitable 9.0-10.0

Critical
9.0 -10.0

CVE Status Cateqories

Through Anaconda's curation process, CVEs are assigned a status category:
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Status Category Description
. The vulnerabilities identified in this package are active and potentially
Active :
exploitable.
R ted The vulnerabilities identified in this package have been reported by
eporte NIST but not reviewed by the Anaconda team.
Mitigated The vulnerabilities identified in this package have been proactively
9 mitigated through a code patch in this build.
. The vulnerabilities' legitimacy is disputed by upstream package
Disputed L .
maintainers or other community members.
The vulnerabilities identified in this package have been analyzed and
Cleared . .
determined to be not applicable.

License Families

License families are groupings of software licenses that share similar
characteristics, permissions, and restrictions. Understanding license families can

help you, and your organization, classify packages based on their legal obligations

and usage rights, making it easier to maintain compliance with corporate policies
and legal requirements.

License Family Types

1) Affero General Public License (AGPL): A strong copyleft license that
requires sharing source code for any modifications, including software

accessed over a network. This makes it particularly restrictive for SaaS and

cloud deployments.
2) Apache License (APACHE): A permissive open-source license that allows
use, modification, and distribution. It includes an explicit patent grant to

users.

Anaconda.com
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3)

4)

6)

7)

8)

9)

Berkeley Software Distribution (BSD): Permissive, minimal-restriction
licenses that allow nearly unrestricted use, modification, and redistribution,
typically requiring only attribution.

Creative Commons (CC): Primarily used for content and data. They offer a
range of permissions and restrictions, including attribution,
non-commercial, and share-alike clauses.

GNU General Public License (GPL): A strong copyleft license requiring that
derivative works and redistributions remain under the same license and that
source code be made available.

GPL version 2 (GPL2): A widely used copyleft license that requires source
code disclosure and same-license distribution for derivatives, but it lacks
some of the patent and compatibility provisions found in GPL3.

GPL version 3 (GPL3): Also a strong copyleft license, but it adds explicit
patent protection, anti-tivoization provisions, and improved compatibility
with other licenses.

Lesser General Public License (LGPL): A weak copyleft license that allows
linking to proprietary software. However, modifications to the LGPL-covered
components themselves must be open-sourced.

MIT License (MIT): A highly permissive license allowing reuse,
modification, and redistribution with minimal requirements, typically just
attribution.

10) Mozilla Public License (MOZILLA): A weak copyleft license requiring that

)

modifications to MPL-licensed files be shared, but allows combining with
proprietary code in larger works.

None: Indicates that no license information is provided, meaning the legal
status is unclear and use may not be permitted.

12) OTHER: A catch-all category for licenses that do not fit standard

classifications. This may include custom, niche, or less common
open-source or proprietary licenses.

13) Python Software Foundation License (PSF): A permissive license used for

Python and related projects, allowing broad use, modification, and
redistribution.

14) Public-Domain: Indicates that work is not protected by copyright and can

be freely used, modified, and redistributed by anyone for any purpose.
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